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Preface

FIDJI 2004 was an international forum for researchers and practitioners inter-
ested in the advances in, and applications of, software engineering for distributed
application development. Concerning the technologies, the workshop focused on
“Java-related” technologies. It was an opportunity to present and observe the
latest research, results, and ideas in these areas.

All papers submitted to this workshop were reviewed by at least two members
of the International Program Committee. Acceptance was based primarily on
originality and contribution. We selected, for these post-workshop proceedings,
11 papers amongst 22 submitted, a tutorial and two keynotes.

FIDJI 2004 aimed at promoting a scientific approach to software engineering.
The scope of the workshop included the following topics:
– design of distributed applications
– development methodologies for software and system engineering
– UML-based development methodologies
– development of reliable and secure distributed systems
– component-based development methodologies
– dependability support during system life cycle
– fault tolerance refinement, evolution and decomposition
– atomicity and exception handling in system development
– software architectures, frameworks and design patterns for developing dis-

tributed systems
– integration of formal techniques in the development process
– formal analysis and grounding of modelling notation and techniques (e.g.,

UML, metamodelling)
– supporting the security and dependability requirements of distributed appli-

cations in the development process
– distributed software inspection
– refactoring methods
– industrial and academic case studies
– development and analysis tools

The organization of such a workshop represents an important amount of
work. We would like to acknowledge all the program committee members, all
the additional referees, all the organization committee members, the University
of Luxembourg, Faculty of Science, Technology and Communication administra-
tive, scientific and technical staff, and the Henri-Tudor public research center.

FIDJI 2004 was mainly supported by the “Ministère de l’enseignement
supérieur et de la recherche” and by the “Fond National pour la Recherche
au Luxembourg.”

November 2004 Nicolas Guelfi
Gianna Reggio

Alexander Romanovsky
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Component-Based Design of Embedded Software:  
An Analysis of Design Issues 

Christo Angelov, Krzysztof Sierszecki, and Nicolae Marian 

Mads Clausen Institute for Product Innovation, University of Southern Denmark 
Grundtvigs Alle 150, 6400 Soenderborg, Denmark 
{angelov,ksi,nicolae}@mci.sdu.dk 

Abstract. Widespread use of embedded systems mandates the use of industrial 
production methods featuring model-based design and repositories of prefabri-
cated software components. The main problem that has to be addressed in this 
context is to systematically develop a software architecture (framework) for 
embedded applications, taking into account the true nature of embedded sys-
tems, which are predominantly real-time control and monitoring systems. There 
are a great number of design issues and unresolved problems with existing ar-
chitectures, which have to be carefully analyzed in order to develop a viable 
component-based design method for embedded applications. Such an analysis is 
presented in this paper, which focuses on a number of key issues: specification 
of system structure; specification of system behaviour; component scheduling 
and execution; program generation vs. system configuration. The analysis has 
been used to formulate the guidelines used to develop COMDES – a software 
framework for distributed embedded applications.  

1   Introduction 

The widespread use of embedded systems (including time-critical and safety-critical 
systems) poses a serious challenge to software developers in view of diverse, severe 
and conflicting requirements, e.g. reduced development and operating costs and re-
duced time to market, as well as specific issues that are particularly important for 
embedded systems: dependable operation through reliable and error-free software; 
predictable and guaranteed behaviour under hard real-time constraints; open architec-
ture supporting software reuse and reconfiguration; architectural support for software 
scalability, including both stand-alone and distributed applications. 

The above requirements cannot be met by currently used software technology, 
which is largely based on informal design methods and manual coding techniques. 
Recently, there have been successful attempts to overcome the above problem 
through model-based design and computer-aided generation of embedded software 
from high-level specifications. However, this approach has a serious drawback: it 
does not provide adequate support for dynamic (in-site and on-line) reconfiguration 
since it requires the generation and compilation of new code, which has to be subse-
quently downloaded into the target system. The ultimate solution to the above prob-
lem can be characterized as computer-aided configuration of embedded software 
using formal frameworks and pre-fabricated executable components. The latter may 
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be implemented as re-locatable silicon libraries stored in non-volatile memory 
(ROM).  

The main problem to be solved in this context is to develop a comprehensive 
framework that would reflect the true nature of embedded systems, which are pre-
dominantly real-time control and monitoring systems [16]. Developing such a frame-
work and the associated software design method is a highly complex engineering task, 
which is currently in the focus of attention of many research groups but so far, there 
has been no widely accepted solution [16-26]. This is due to a number of factors: very 
high complexity, great diversity of applications and the absence of common approach 
towards embedded software development, which is further aggravated by the lack of 
previous research [17].  

There are a great number of design issues and unresolved problems with existing 
architectures, which have to be carefully analyzed in order to develop a viable com-
ponent-based design method for embedded applications. Such an analysis is presented 
in this paper, which focuses on a number of key issues: specification of system struc-
ture (section 2); specification of system behaviour (section 3); component scheduling 
and execution (section 4); program generation vs. system configuration (section 5). 
The analysis carried out has been used to define guidelines used to develop COMDES 
– a software framework for distributed embedded systems [2-4] whose main features 
are summarized in section 6. 

2   Specification of System Structure 

A great number of embedded systems use a process-based configuration specification 
in the context of static and/or dynamic process scheduling. A process-based system is 
conceived as a set of interacting processes (tasks) running under a real-time kernel or 
a static schedule. Process-based specifications are criticized for emphasizing the func-
tional rather than the structural decomposition of real-time systems. Such specifica-
tions address naturally the problems of scheduling and schedulability analysis but the 
resulting solutions are usually far from being open and easily reconfigurable (espe-
cially in the case of static process scheduling).  

Conversely, object-based specifications emphasize structural decomposition, 
which facilitates the implementation of open and reconfigurable systems, e.g. indus-
trial software standards such as IEC 61131-3 [12] and IEC 61499 [13]. In that case 
the system is conceived as a composition of interacting components, such as function 
blocks and port-based objects, which are then mapped onto real-real-time tasks [13, 
20], or alternatively – executed under a static schedule [24, 26]. Unfortunately, ob-
ject-based design methods often disregard the problems of timing behaviour and 
schedulability analysis, which are of paramount importance for hard real time systems 
(e.g. the above two standards). There are some notable exceptions, however, e.g. 
HRT-HOOD, which has a sound foundation in modern Fixed-Priority Scheduling 
Theory [5]. 

Object-based design uses a number of fundamental principles such as encapsula-
tion, aggregation and association of objects (components). Therefore, it is inherent to 
component-based design methods. However, a major problem that has to be overcome 
is the informal and largely ad-hoc definition of application objects. This can be ob-
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served in many software design methods, where it is left to the system designer to 
define system objects and object classes for each particular application. That applies 
not only to component functionality and interfacing, but also – to the way components 
are mapped onto real-time tasks (e.g. one component mapped onto one task [21, 24], 
several components mapped onto one task [13, 20], several tasks mapped onto one 
component [8, 11]).  

It can be argued that a software design method should incorporate both types of 
specification into a hierarchical model, taking into account both the structural and 
computational aspects of system architecture. This has resulted in the development of 
hybrid architectures and design methods such as ARTS [8] and SDL [11] that are both 
object and process-based. That is, the system is conceived as a composition of active 
objects, each of them encapsulating one or more threads of control. Threads invoke 
the operations of passive objects and the latter may invoke the operations of other 
objects, etc. This approach results in well-structured systems, featuring a well-
specified hierarchy of active and passive objects, but once again, these are defined by 
the system designer for each particular case.  

Ad-hoc specification and design severely limits component reusability. Therefore, 
it is necessary to develop a formal framework that will allow for a systematic specifi-
cation of reconfigurable components, which will be reusable by definition. The proper 
way of doing this is to specify software components using decomposition criteria that 
are derived from the areas of control engineering and systems science rather than 
human experience and intuition, taking into account that modern embedded systems 
are predominantly control and monitoring systems [16]. 

This has been achieved to some extent in industrial software standards (e.g. those 
mentioned above) but at a relatively low level, i.e. the level of passive objects such as 
function blocks [12, 13]. However, no provision is made for reconfigurable state ma-
chines or hybrid models involving reconfigurable state machines and function blocks. 
Conversely, there are a few systems featuring reconfigurable state machines, e.g. 
AIRES [20] and StateWORKS [23], but they do not provide support for function 
blocks and function block diagrams in the sense of IEC 61131-3 and similar stan-
dards.  

Component interaction is another major issue that has to be resolved while specify-
ing system configuration. There are a number of interaction patterns, which are 
widely used in the context of both process-based and object-based systems: client-
server, producer-consumer(s) and publisher-subscribers. Client-server is highly popu-
lar in the IT community and is also used in industrial computer systems and protocols. 
However, it has limitations, such as the blocking nature of communication and point-
to-point interactions. Therefore, producer-consumer is considered better suited for 
real-time systems because it is non-blocking and supports one-to-many interactions 
[7]. Publisher-subscriber combines the useful features of the former two methods and 
it is also widely used in practice. 

The above patterns can be implemented via component interfaces, which are de-
fined in the component interface model. Embedded systems use basically two types of 
such models: a) the IEC 61131 type of model specifying component interfaces in 
terms of signal inputs and outputs, whereby a component output is directly linked to 
one or more inputs of other components (function blocks); b) port-based objects inter-
acting via suitably linked input and output ports that are implemented as shared mem-
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ory locations. The latter model has been specifically developed for robotics applica-
tions [21] but similar models have been widely used in other application domains as 
well, e.g. ROOM [10], SDL [11], SOFIA [22], PECOS [25], etc. Port-based objects 
provide a high degree of flexibility but at the same time their use may result in rela-
tively complex models (diagram clutter) because it is necessary to explicitly specify 
all ports and port connections for a given application. 

This problem is overcome in IEC 61131-like models through implicit definition of 
I/O buffers and softwiring of inputs and outputs resulting in simple and easy to under-
stand models – function block diagrams [12]. In this case I/O buffers are defined 
within the corresponding execution records of interconnected function block in-
stances, whereby an input variable value can be obtained from the corresponding 
output using either an I/O assignment statement, or even better – a pointer specifying 
the source of data for the corresponding input-to-output connection. However, this 
technique is directly applicable to low-level components such as function blocks but it 
does not scale up well to distributed applications. It the latter case, it is necessary to 
use special-purpose components, e.g. service interface function blocks [13], with the 
resulting loss of transparency.  

Distributed applications require higher-level components (function units). These 
are software agents implementing autonomous subsystems, such as sensor, controller, 
actuator, etc., that are usually allocated to different network nodes and interact with 
one another within various types of distributed transactions. Therefore, the basic con-
trol engineering approach has to be extended into a systems engineering approach, in 
order to take into account the complexity of real-world applications. Accordingly, it is 
necessary to extend the softwiring technique, so that function units are connected with 
each other in a uniform manner and signals are exchanged transparently between 
them, independent of their physical allocation. This would require the development of 
a special-purpose protocol supporting the transparent exchange of signals, i.e. labeled 
messages, between interacting function units [1]. 

3   Specification of System Behaviour 

At the operational level of specification, there is a controversy between various para-
digms, e.g. event-driven vs. time-driven operation and control flow vs. data flow 
models. Consequently, some architectures and design methods emphasize event-
driven reactive behavior and control flow, whereas others focus on time-driven opera-
tion and the data flow between interacting components and subsystems. The former 
type of software architecture is usually associated with discontinuous event-driven 
systems, whereas the latter is preferred with continuous control systems. This situa-
tion reflects a gap between continuous and discontinuous systems modeling and de-
sign (e.g. state machines vs. data flow diagrams), which has been recognized by the 
control engineering community. 

However, such a differentiation of system models is largely artificial and it clearly 
comes into conflict with the nature of real plants, which are more or less hybrid, even 
if they are treated as predominantly discrete or continuous. That is even more obvious 
in the case of complex hybrid control systems and applications. On the other hand, it 
can be shown that a sequential control system can be represented with a function 
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block diagram (in terms of gates and flip-flops) and likewise – a continuous control 
system can be entirely specified in terms of state machines, even though these are not 
perhaps the typical modeling techniques for the above two types of system. 

Similarly, a discontinuous event-driven system can be specified and implemented 
as a time-driven synchronous state machine; on the other hand, time-driven behaviour 
can be considered a special case of event-driven behaviour, where periodic activities 
are triggered by regularly arriving timing events, e.g. timeout events as defined in 
Statecharts. 

Synchronous time-driven implementation is actually preferred by real-time engi-
neers, because such systems have periodic task execution patterns, and this is a major 
prerequisite for the estimation of task response times using analysis techniques devel-
oped in modern Real-Time Scheduling Theory. It is worth noting that synchronous 
time-driven systems are preferred not only by real-time engineers but also, by control 
engineers: most practical examples of industrial control systems – both continuous 
and sequential – are synchronous systems triggered by periodically arriving timing 
events. 

That is also the choice of hardware engineers, who implement sequential circuits as 
synchronous (clock-driven) state machines. However, this example prompts another 
interesting observation: hardware systems generate signals (i.e. reactions to timing 
events) with a very small delay, which can be ignored for the purpose of analysis.  
That is, it is possible to assume zero delay between the clock event and the corre-
sponding reaction. This is the well-known synchrony hypothesis, which has been also 
adopted for a class of real time systems in a more general event-driven context, as-
suming that events are clocked and subsequently processed by the system before the 
next tick arrives. There are a number of architectures and programming languages 
illustrating this approach, e.g. real-time languages such as ESTEREL, LUSTRE, and 
SIGNAL [9]. However, these languages use an interleaved model of execution, 
whereby concurrent processes (state machines) are compiled into sequential programs 
with the resulting loss of modularity [18]. 

The above discussion has outlined the duality of various paradigms used to specify 
system behaviour. Nonetheless, there is seemingly no model combining naturally the 
reactive and the transformational aspects of system behavior, both of which are inher-
ent to real-world systems and especially – to complex hybrid control systems. There 
have been attempts to solve this problem, and most notably the MoBIES project being 
developed at the University of California, Berkeley [18]. That project combines nu-
merous computational models into a hybrid object-oriented framework, whereby the 
notion of computational model includes not only “pure” operational models such as 
state machines and data flow diagrams, but also – process interaction and execution 
models. Unfortunately, this has resulted in an overly complex framework featuring 
multiple operational domains and “polymorphic” component interfaces, which seems 
to be too complicated for practical purposes. This framework is supported by an 
equally complex software engineering environment featuring a multi-stage program 
generation process. 

Another attempt to bridge the gap between event-driven and time-driven behaviour 
and accordingly – between control flow and data flow, is illustrated with the compo-
nent model introduced in standard IEC 61499 [13]. In that case reactive (event-
driven) and data transformation aspects are combined into low-level components such 
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as function blocks. Whereas this is a big step forward in comparison with the previous 
standard IEC 61131-3 [12], it has also substantial limitations: for each function block, 
event-driven behaviour is specified in terms of a limited subset of input and output 
events that are defined in the interface specification of the function block. Accord-
ingly, event-driven behaviour is specified with a state transition graph, which is 
“hardwired” in the function block. Hence, it is impossible to reconfigure the state 
machine, without re-designing and re-implementing the function block.  

This limits substantially component reusability, since in the general case a function 
block may be expected to execute in different contexts, e.g. operational modes of a 
complex modal controller whose behaviour is specified with a state transition graph 
that is different from the one encoded in the function block. On the other hand, it 
might be possible to execute a sequence of function blocks within a given mode of 
operation. Hence, it is not necessary to replicate the state transition graph in all func-
tion blocks involved, which could result in undue overhead.  

Instead, state transition logic might be implemented within a higher level of ab-
straction, i.e. a state machine that would be capable of executing function blocks 
and/or function block sequences (function block diagrams) within different 
states/modes of operation. This is essentially a hybrid state machine, which combines 
in a natural way the reactive and transformational aspects of component behaviour. It 
can be eventually encapsulated into a function block of class reconfigurable state 
machine, which can be used to implement complex behaviour for a broad range of 
embedded applications. 

4   Component Scheduling and Execution 

Component operations are mapped onto real-time processes (tasks) that have to be 
executed concurrently in a multi-tasking and possibly – multiple-node distributed 
environment. This is related to another aspect of operational behaviour, i.e. process 
scheduling and execution, which has to be provided by some kind of operational envi-
ronment, guaranteeing that processes are executed within specified deadlines. This 
problem is further complicated when processes are executed as integral part of (possi-
bly complex) sequences – transactions, which have to satisfy the corresponding end-
to-end deadlines. It becomes even more complex in the case of distributed transac-
tions, where computational and communication tasks have to be executed in different 
scheduling domains – network nodes, communication media, etc., observing once 
again the corresponding end-to-end deadlines. However, in all cases the adopted 
scheduling mechanism has to provide a safe operational environment for application 
tasks, i.e. predictable and guaranteed behaviour under hard real-time constraints. 

There are basically two approaches to process scheduling for dependable embed-
ded systems: static scheduling vs. predictable dynamic scheduling using algorithms 
developed in modern Real-Time Scheduling Theory. Static scheduling is widely used 
with dependable real-time systems in application areas such as aerospace and military 
systems, automotive applications, etc., and it is illustrated with the timed-triggered 
architecture specifically developed for this type of system [7]. It has also been used 
with a number of component-based design methods as well, see e.g. [24, 26]. How-
ever, this approach has a major disadvantage: its use results in closed systems that are 
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generally difficult to re-configure and maintain. This is in contradiction to another 
requirement – the widespread use of embedded systems mandates the development of 
open systems supporting large-scale software reuse as well as in-site and on-line re-
configuration. 

Dynamic scheduling is more promising, as illustrated by recent developments such 
as the Ada Ravenscar Profile, which defines guidelines for predictable task execution 
and interaction in the context of preemptive priority-based scheduling [15]. However, 
this approach requires the development of a new generation of so-called safe real-time 
kernels, which provide a secure and predictable environment for application tasks 
through a number of specific features: predictable task scheduling, safe task interac-
tion, extensive timing and monitoring facilities, and finally – predictable kernel be-
haviour. However, it has to be pointed out that available real-time kernels (with the 
exception of a few experimental designs) do not satisfy the above requirements. For 
example, most of them are implemented using linked-list queues resulting in substan-
tial and largely varying overhead, i.e. kernel jitter [6]. The elimination of kernel jitter 
will make it possible to accurately estimate task and transaction response times early 
in the design process taking into account kernel execution effects, as illustrated by the 
HARTEX family of real-time kernels [1, 4].  

On the other hand, jitter-free operation can be eventually extended to application 
tasks by enforcing their execution within worst-case execution time bounds. That will 
ultimately result in highly predictable and reproducible system behaviour and conse-
quently – greatly enhanced system testability [14]. Another option is to combine static 
and dynamic scheduling within a hybrid real-time kernel, e.g. RUBUS [24].  

However, a much better approach has recently emerged, i.e. timed multitasking – a 
powerful yet elegant and conceptually simple model of computation [19]. Under that 
model task I/O drivers are invoked and executed atomically at precisely specified 
time instants (i.e. task release and deadline instants), whereas application tasks are 
executed in a preemptive priority-driven environment and may have termination jitter. 
However, jitter is effectively eliminated as long as tasks finish execution before their 
deadlines. This makes it possible to engineer real-time systems that combine high 
flexibility inherent to dynamic scheduling with predictable jitter-free operation, which 
is typical for statically scheduled systems. 

5   Program Generation vs. System Configuration 

Two approaches to component-based design of embedded systems have recently 
emerged. The first one follows a more conventional development line, which started 
with executable models and rapid prototyping systems. It can be characterized as 
computer-aided generation of embedded software using frameworks and source-code 
component libraries. This approach is illustrated by a number of research projects and 
commercial systems, e.g. Rhapsody, Rose/RT, etc. 

However, program generation has a serious drawback: it does not provide adequate 
support for system reconfiguration, since it requires the generation and compilation of 
new code, which has to be subsequently downloaded into the target system. More-
over, this proces has been strongly biased by existing design methods and languages 
(e.g. UML/C++), resulting in solutions that are most often intended for high-end sys-
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tems having a lot of processing power and memory. There are some tools that can be 
used with low-end microcontrollers, such as the IAR visualSTATE, which generates 
C code out of UML state diagrams. Unfortunately, it uses an interleaved model of 
execution, which does not provide adequate support for modularity and hard real-time 
operation. 

The second approach follows a development line that started with some industrial 
automation systems a few decades ago. It can be characterized as computer-aided 
configuration of embedded software using formal frameworks and pre-fabricated 
executable components. The latter may be implemented as re-locatable silicon librar-
ies stored in non-volatile memory, whereby each component is specified in terms of 
functional characteristics and resource requirements (e.g. memory usage and execu-
tion time for a given type of micro-controller). In that case configuration data is stored 
in RAM-resident data structures (tables) that comprise the real-time database of the 
application. With this type of system, program generation is used in a limited manner 
in order to generate code for low-level components such as basic function blocks, to 
be included in the component library. 

This approach has been used in some recent developments featuring reconfigurable 
state machines, e.g. StateWORKS [23], but this environment does not provide support 
for function blocks and function block diagrams. Another example is the SOFIA 
framework [22]. However, the latter is limited to continuous systems specified in 
terms of object diagrams and port-based objects. 

Software configuration is obviously the better choice in terms of quality of service 
and the prerequisites that are needed to make a transition to the industrial production 
stage of embedded software development. Its main advantage is the inherent support 
for system reconfiguration, which is achieved by updating data structures whereas 
executable codes remain unchanged.  

The importance of system reconfiguration (including in-site and on-line re-
configuration) has been recently emphasized by the latest trends and requirements in 
the area of embedded systems (see [27] for a detailed discussion). It can be imple-
mented off-line, i.e. before the system is restarted or eventually – on line, during sys-
tem operation. On-line reconfiguration has been studied by a number of research 
groups [21, 22, 27]. However, this is a complex problem that has to be treated with 
caution, especially in safety-critical systems, and further research is needed in a num-
ber of areas: 1) Specific issues that have to be addressed in the context of dynamically 
scheduled systems, such as mode-change protocols, replica determinism, etc.; 
2) Fundamental problems of system safety and dynamics during reconfiguration, 
which go beyond the basic issues of software reconfiguration, e.g. system stability, 
bumpless transfer of control during mode changes, etc.  

6  A Software Framework for Distributed Embedded Systems 

The guidelines formulated in the preceding discussion have been used to develop 
COMDES [2-4] – a software framework for distributed embedded applications whose 
main features are briefly summarized below: 

–  The distributed embedded system is conceived as a composition of function units, 
i.e. software agents that correspond to autonomous subsystems, such as sensor, ac-
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tuator, controller, operator station, etc. Function units may be viewed as large-scale 
software integrated circuits that have to be softwired with one another in order to 
configure specific applications. 

–  Function units encapsulate one or more threads of control (activities). These are 
composed from prefabricated software components (function blocks) implementing 
standard signal processing and control functions. Activities are specified with func-
tion block diagrams, i.e. acyclic signal flow graphs that can be ultimately encapsu-
lated into higher-order (composite) function blocks. 

–  Complex activity behaviour is specified in terms of hybrid state machines – a hier-
archical executable model that takes into account both the reactive and transforma-
tional aspects of system behaviour. Hence, it can be used to specify a broad range 
of embedded applications, such as discrete, continuous and hybrid control systems, 
signal processing systems, etc. That model has been ultimately implemented as a 
reconfigurable function block of class state machine.  

–  Function units interact by exchanging signals, i.e. messages having unique com-
munication variable identifiers (e.g. temperature, pressure, etc.). Signals are ex-
changed by means of input and output signal drivers – a special class of function 
blocks that are used to communicate with the outside world and other function 
units. These implement a softwiring protocol providing for transparent 
communication between function units, independent of their allocation on network 
nodes. Signal drivers are conceived as interface components of a software 
integrated circuit (by analogy with hardware integrated circuits), which are 
automatically instantiated when a function unit is configured. 

–  Signal drivers may be viewed as a special class of I/O drivers within the timed 
multitasking model of computation. Accordingly, they can be invoked at precisely 
specified time instants resulting in time-triggered communication between subsys-
tems (function units) and encapsulated activities. Alternatively, it is possible to in-
voke signal drivers at the beginning and at the end of activity execution, which is 
typical for event-triggered communication and phase-aligned transactions. 

–  These techniques can be used to implement various types of distributed transac-
tions, e.g. phase-aligned transactions, time-triggered transactions with precisely 
specified input/output and activity release times, and any combination thereof, in 
the context of the timed multitasking model of computation. The latter is currently 
supported by the latest timed-multitasking version of the HARTEX kernel [4].  

More information can be found in the quoted sources, as well as other papers and 
documents that can be downloaded from http://seg.msi.sdu.dk. 

7   Conclusion 

The presented analysis has outlined the requirements that have to be satisfied by an 
embedded system framework: The framework must support an open software archi-
tecture through a well-defined hierarchy of reusable and reconfigurable components. 
On the other hand, it must support predictable and deterministic behaviour in time 
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critical and safety-critical applications without sacrificing flexibility. At the opera-
tional level, the framework has to provide models capable of adequately specifying 
system behaviour for a broad range of sequential, continuous and hybrid applications. 
Last but not least, the modeling techniques and notations used must be intuitive and 
easy to understand by application domain experts. 

These guidelines have been instrumental in developing the COMDES framework, 
which defines a hierarchy of reusable executable components, such as basic and com-
posite function blocks, reconfigurable state machines, activities and function units. 
The main innovation of the framework is the non-conventional definition of compo-
nent objects and object interactions. Software objects, e.g. function units, emulate 
integrated circuits and interact by exchanging signals. Hence, it is not necessary to 
explicitly specify their interfaces in terms of invoked operations or artefacts such as 
I/O ports, message objects, etc. Consequently, changes in function unit structure and 
allocation do not affect the internal structure and operation of other function units, as 
long as signal flow and transaction dynamics are preserved. This feature facilitates 
system reconfiguration and provides for transparent communication between function 
units, which will ultimately facilitate the engineering of flexible and truly open dis-
tributed embedded systems.  

The adopted system model has been further elaborated using function units with 
time-triggered inputs and outputs, in the context of the timed multitasking model of 
computation. This makes it possible to engineer component-based systems that com-
bine high flexibility inherent to dynamically scheduled systems and predictable jitter-
free operation, which is usually associated with their statically scheduled counter-
parts. 
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Abstract. Different kinds of patterns, especially design patterns, are
popular and useful concepts in software engineering. In some cases, flexi-
bility and reusability of the design comes with the price of decreased effi-
ciency. At the same time, performance is often a key quality attribute of
distributed applications. It is therefore beneficial to investigate whether
design patterns may influence performance of applications. This paper
investigates differences in performance between selected design patterns
implemented in an example multi-tier J2EE application.

To this end, a series of performance tests in distinctive Enterprise Java
Beans containers and deployment configurations were carried out. The
comparison of the differences between results for each tested design pat-
tern indicates influence on application quality, especially performance.

Keywords: Design patterns, J2EE, Performance, Application quality.

1 Introduction

The concept of design patterns [1] has been present in software engineering for
a relatively long time. Design patterns function in software engineering along
with other pattern categories, for instance, reengineering patterns [2] or analysis
patterns [3]. The use of patterns may improve software quality by making it
more reusable, maintainable, and comprehensible. In addition, developers are
increasingly more aware of how and when to use different kinds of patterns.

In an ideal world merely the architectural aspects of design patterns would
determine how they should be used to create a software system. However, in
the real world of software development there is seldom freedom to consider only
architectural details of design patterns. Instead, factors like already existing
parts of the software system impose requirements and restrictions that must
also be taken into account. Additionally, the customers may have requirements
and expectations about the deployment platform when making an order. These
factors may affect the original design decisions. This paper investigates influences
of design decisions, focusing on selected design patterns, on performance. The
comparison of test results presented can be used as initial guidelines on design
pattern usage with respect to performance and quality of multi-tier applications,
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in particular in web applications developed in Java 2 Enterprise Edition (J2EE)
technology [4].

Performance of an application is particularly important for a customer or-
dering a piece of software. Usually, it is not essential for the client to know what
kinds of architectural decisions were made. However, it is far more important to
know how the software performs, whether its services are reliable and available
for end-users as expected. The quality requirements for an on-line shop or a
banking system will most likely be different from those for an intranet portal
presenting company news. In order to set and later meet the quality require-
ments, it is essential to clearly define them first. Performance is an important
external quality attribute, which can be measured as throughput expressed by
the number of requests the application serves per unit of time. However, per-
formance is only one of many parameters of an application that determine the
quality of the final product. In addition to that, performance-related aspects can
be characterised by average response time, rate of correctly handled requests,
and number of requests for which the handling time exceeds a certain level.
All these parameters combined together can give a comprehensive view of the
behaviour of an application.

A lot of suggestions how design patterns could be utilised have been presented
in the literature. For instance, Gamma et al. present a pattern catalogue and
discuss the applicability of each design pattern [2]. In addition, various authors
describe patterns specific to a particular technology, for example [3,4]. Many of
those patterns are based on the ones described by Gamma et al. while some of
the solutions can be implemented only in a given technology. There is also a
number of publications on the performance of J2EE containers. The differences
between particular J2EE containers and some design solutions in the application
implementation are investigated in [5–7]. Additionally, testing techniques are
presented in [8, 9].

This paper presents supplementary implications of the use of design patterns
in particular environments. The discussed design choices do not contradict each
other, rather, they can be regarded as equivalent replacements from the func-
tional point of view. The tests are focused not only on performance alone, but
also on other quality factors of the application. In addition, the test application
reflects a typical complexity level of commercial implementations, while manag-
ing a fairly large amount of data. This ensures relevance of obtained results to
real-life applications. The test application is a simple Document Version Control
(DVC) system, which allows users to store documents, restrict access to them,
and keep track of changes. A more detailed description of the application is
presented in Section 2.1.

The tests consider one case where a design pattern used to provide access to
the business layer, is replaced by another design pattern in the example appli-
cation. The chosen patterns were Facade and Command [1] implemented in the
J2EE technology. The choice of the two design patterns was not arbitrary; an
architect of a software system could face this kind of choice during the design
process. These two design patterns are widely used to provide access to services
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in a business tier of a multi-tier application. Therefore, guidelines indicating
benefits and drawbacks of each pattern in a particular deployment environment
could improve the final product in terms of performance.

The test environment is presented in Section 2. It first introduces the example
application, highlighting the design patterns used. After that, the measurement
methodology and test environment are discussed. The test results and the anal-
ysis of these are presented in Sections 3 and 4. Finally, concluding remarks are
presented in Section 5.

2 The Test Environment

2.1 The Example Application – Document Version Control System

The key functionality of the Document Version Control system, chosen as the
test application, includes document storage, version control, and access control.
This application is complex enough to be comparable with typical multi-tier
applications and yet reasonably simple to implement and test. The application
is built as a three-layer J2EE application. The presentation layer (web user
interface) consists of a servlet and a few Java Server Pages (JSP). A set of session
and entity beans providing the application services constitutes the business layer.
Finally, the underlying database provides a persistent storage for application
data. The simplified application architecture and deployment examples used in
this experiment are shown in Figures 1(a) and 1(b).

The two patterns used alternatively during the tests were located in the
business logic layer and were a connection point to the presentation layer. The
choice of the Facade and Command patterns was dictated by their similar func-
tionality from the presentation layer point of view. The selected patterns were
implemented in the J2EE technology as described in [10]. The Facade design
pattern provides a set of methods that a client can call to get access to services
offered by the business layer. While the Command pattern is based on the con-
cept of abstract command (a plain Java class) that can be executed to access
business layer services. Depending on how the command class is implemented
it allows the client to set certain parameters and execute the command in a
command executor that is located in the business layer. After completing the

EJB and servlet container - JBoss or JOnAS

Presentation layer

Business layer

DVC services

(a) Local deployment - one container

Servlet container (Tomcat) EJB container (JBoss or JOnAS)

Presentation layer

Business layer

DVC services

Remote access

(b) Separate deployments - two cantainers

Fig. 1. Deployments
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command execution, the client can retrieve results from the instance of the com-
mand class. Both patterns provide access to application services while hiding
the complexity of the underlying implementation. Moreover, using the patterns
reduces the number of calls to the entity beans when compared to a situation
where a client calls all application beans directly. The significance of the call
reduction has been described by many authors, for instance, in [11, 10, 5]. It
is possible to imagine an implementation where a Command corresponds to a
method provided by a Facade. In that case, there is not the overhead due to
additional calls. In addition to the Command and Facade patterns, a modified
Command design pattern was used; the modification focused on executing not
only one command at a time, but if possible, more commands. The multiple ex-
ecutions clearly save additional network calls but require more handling at the
client and server side (the presentation and business layers). The modified Com-
mand, later referred to as ’Command Combined’, is particularly useful when an
update operation is executed and after that the updated data is fetched to the
presentation layer.

2.2 Measurement Methodology

In this paper, the quality of an application is considered from performance point
of view. The metrics used include the following:

– the number of requests that the application is able to serve within a specified
unit of time (throughput),

– response time measured by the time a client sending a request has to wait
for the response,

– reliability measured as a number of correctly served requests, and
– the number of requests, the processing time of which is longer than a thresh-

old value.

In order to measure all the above parameters of the example application, JMeter
tool version 1.9 [12] was used. That tool can send a number of requests that
simulate an active user of the application. By collecting information on the
response time and content, it is possible to calculate all the above-mentioned
metrics. As the test data was gathered in XML files, XSLT templates were used
to process the data into a form used in analysis. The templates used in the tests
were based on [13].

The test scenario included activities typical for this kind of applications:

– logging in to the application,
– listing accessible documents,
– downloading the content of a certain document,
– creating and deleting a private group of users allowed to access some of the

documents, and
– adding and removing users from the private group.

The documents that were used in those operations were externally generated
and inserted to the database.
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All the activities were simulated with a number of concurrent users increasing
from five to 220. This final number of users was determined empirically and
it was the maximum number of users that the application and server could
handle. After running a full sequence of requests for given number of users, it
was repeated until the total number of requests reached around 18 000 requests.
This number was also determined empirically and it was when the response time
from the server was stable, meaning that the server had already allocated enough
resources to serve a given number of users.

A test round for one tested case started from simulating 5 concurrent users.
Then the number was set to 10 users and after that it was always increased by 10
until the maximum number of 220 users was reached. Each round was repeated
4 times to ensure that the results are meaningful and reliable.

2.3 Deployment Platforms

The test application was deployed on two popular open source Enterprise Java
Bean (EJB) containers. An EJB container provides services to an application
that is deployed on the container. The provided services include security, trans-
action management, and the persistent storage of data. The first container used
was JBoss version 3.2 [14] and the second one was JOnAS version 4.1 [15]. In
both cases the persistent state was stored in a MySQL database [16], which used
transactional tables. The reason for enabling transactions at the database level
was dictated by a possibility of corrupted data in the case of application failures.
This kind of setting reflects a usual database configuration in web applications
dealing with sensitive data. All deployment components had a default configu-
ration apart from the transactional tables in the case of the MySQL database,
and increased Java Virtual Machine heap size to 512 MB. The database was
populated with data simulating 500 unique users and 1500 uploaded documents
(3 per user).

Since the test cases included also a remote access to the application, a Tomcat
servlet container version 5.0 [17] was used. In those cases, the presentation layer
was deployed on the Tomcat container and the business logic layer was deployed
on JBoss or JOnAS container.

In all test cases, the database and containers were located on one node, a
machine with two P4 2.4 GHz processors, 1 GB RAM, 80 GB disc space and
100 Mb network card run under Windows XP Professional. The separation of
nodes would increase network traffic and lower the response times, however, in
the test cases the actual values were not the main concern, rather the differences
between the cases were of interest. Therefore, one node was sufficient. The test
client (JMeter) was located on a separate node within the same local network.

3 General Findings

Some general findings concerning all the application variants can be identified.
The first finding concerns the case of local deployment, where both presentation
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Fig. 2. Throughput values for Command Combined, Command, and Facade patterns
in the case of local deployment on JBoss

and business layers are deployed on the same container. The obtained results con-
tain quite a bit of ’noise’, i.e., a relatively large number of results do not correlate
with other results gathered for the same test case. Fig. 2 illustrates the aver-
age amount of noise encountered when using Command Combined, Command,
and Facade patterns in the case of local deployments on JBoss. The throughput
curves for all tested patterns are very irregular and it is not possible to observe
noticeable differences between them.

In many cases the throughput values decrease rapidly just to increase for the
next measurement point, which is defined for each number of simulated users.
That behaviour can be seen in Fig. 2. Throughput for Command Combined, for
example, for 40 users is above 25 requests per second (req/sec), for the next
measurement point for 50 users the throughput decreases to under 20 req/sec.
Finally for 60 users, the throughput increases back to almost 25 req/sec.

On the other hand, in the case of separately deployed presentation and busi-
ness layers, on two separate containers, the results are much more correlated.
This is illustrated in Figures 3(a) and 3(b). The differences between local and
separate deployments were observed regardless of the container type.

Furthermore, in all the cases there is a clearly identifiable point when the
application cannot handle more load. That happens when the number of clients
reaches around 150. This is depicted in Fig. 4(b). Additionally, when the con-
tainer cannot handle the increased number of requests and returns error re-
sponses, the performance improves. That behaviour is caused by the fact that
requests causing errors are not processed entirely. They are, therefore, handled
much quicker.

As it could be expected, the performance of the application deployed on a
single container (locally) is much higher than when the presentation and business
layers are separated. This can be concluded from Figures 2 and 3(a).

There are also differences between the containers. Application deployed sepa-
rately on JOnAS, shown in Fig. 3(b), could handle almost twice as much requests
per second as the application deployed on JBoss, shown in Fig. 3(a).
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(a) JBoss (b) JOnAS

Fig. 3. Throughput values in the case of separate presentation layer and business layer
deployments

4 Detailed Results

4.1 Facade

The throughput of the application with Facade pattern deployed on a single con-
tainer is similar in cases of JBoss and JOnAS. The only difference between the
containers is a more steeply decreasing throughput line, in the case of JBoss
(Fig. 4(a)). Additionally, separately deployed applications have much flatter
characteristic of throughput with respect to the increasing number of requests.

The average response time is increasing almost linearly in all the deployment
cases along with increasing number of clients. This is illustrated in Fig. 4(b).
However, in the case of JBoss the average response time reaches the peak of
20 000 ms for 150 clients, which is the break point where the container cannot
serve more users.

The rate of successful requests has similar characteristics for all the cases.
In the beginning it is nearly 100%, while after reaching the break point, the
rate drops. The drop in the case of separately deployed application layers is
rather clear and rapid, as can be seen in Fig. 4(c). It is also worth noticing that
in the case of separate deployments on JOnAS, the rate drops to almost 16%
for about 110 concurrent users. However, in the consecutive rounds it does not
start from expected level of around 100%. A reason for that behaviour could be
an excessive number of transactions that had been started in the previous test
round and did not complete until the next test round causing the handling of
requests to fail. Since that situation is observed for all the design patterns, it
does not affect overall comparison of the patterns. This disturbance is present in
all figures referring to the case of separate deployment on JOnAS, for example,
in Fig. 3(b) where it is marked with the label ”Errors - all patterns”.

Additionally, in the case of locally deployed application on JBoss, the noise is
very significant from the very beginning, as can be seen in Fig. 4(c). The success
rate varies even before reaching the break point where the success rate decreases
significantly.
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(a) Throughput (b) Average response times

(c) Success rates (d) Requests exceeding 10 s

Fig. 4. Results for Facade pattern

The number of requests with handling time exceeding 10 seconds differs
clearly in the two different deployment cases. In the case of application lay-
ers deployed on one container, the number of late requests is not more than
10% until the break point is reached. In the case of application layers deployed
separately on two containers, the late requests occur much earlier, at around 40
concurrent users, and the increase is very rapid. This is shown in Fig. 4(d).

4.2 Command

The character of throughput change for the application with Command pattern
is very similar to that for the Facade implementation. Only in the case of JOnAS
container is the throughput line flatter compared to the one for Facade. In gen-
eral, the throughput value is lower than that of Facade. The difference between
Command and Facade is shown in Fig. 3(a).

The average response time differs the most, when compared to Facade, in
the case of separately deployed application on JBoss. The response time rises
very steeply reaching 40 000 ms, while for Facade the peak was 20 000 ms
(Figures 4(b) and 5(a)).

The characteristics of the success rate for Command are very similar to that
for Facade. The rate for Command is a bit lower, though.
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(a) Average response times (b) Requests exceeding 10s

Fig. 5. Results for Command pattern

The number of requests exceeding 10s is clearly different from the Facade
implementation in the case of separated deployments on JBoss. The point where
the rate sharply increases is around 20 users, while for Facade it is 40 users.
Additionally, the rate at which the chart stabilises when Command is used is
higher (just below 80%) than when Facade is used (around 60%), Figures 4(d)
and 5(b).

4.3 Command Combined

For the Command Combined, the throughput changes are very similar to those
for Facade and Command. However, the throughput is clearly higher than the
one for Command and lower than for Facade (Fig. 3(a)).

The average response time, again, has similar characteristic to previous cases,
with the difference that the actual values are higher than for Facade and lower
when compared to Command. For example, for a separately deployed application
on JBoss, the peak of the average time is around 25 000 ms, while it is 20 000
ms and 40 000 ms for Facade and Command, respectively (Fig. 6).

The success rate for Command Combined implementation is very similar
to that of Facade and Command implementations, but its value may again be
between Facade and Command. However, the difference is not very clear in all
the cases due to noise.

The rate of requests exceeding 10s tends to be similar to the one for Com-
mand implementation, Fig. 5(b). However, the point where the number rapidly
increases is similar to the one for Facade implementation, Fig. 4(d). The results
for Command Combined again are between Command and Facade results.

4.4 Results Summary

The differences between particular test cases can be explained at many levels.
First, it can be the particular EJB container implementation, which influences
values of the results. An example of this is the throughput achieved on JBoss and
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Fig. 6. Average response times in the case of separate deployments on JBoss

JOnAS containers. As the goal of the tests was not to compare the performance of
EJB containers, but differences related to particular design patterns, the values
are not relevant. What is important is that the scale of differences between the
results for each pattern is corresponding for the different containers.

Second level can be the network traffic reduction and serialisation penalty.
That could explain differences between implementations of design patterns de-
ployed separately. For Facade, which had the best performance, serialisation
was limited only to data value objects. Command, on the other hand, had the
same number of network calls as Facade implementation, but additionally, it
performed serialization of more complex objects, namely, objects consisting of
the same data value objects and the Command itself. The compromise solution
between Facade and Command, the Command Combined, had, on one hand,
complex structure of objects to serialise, even more complex than Command
(the data value objects and multiple commands). On the other hand, the overall
number of calls was reduced, explaining its performance between Command and
Facade.

There are also results that are not easy to throw light on. The noise, val-
ues that differed much between each test round within the same test case, are
certainly not easy to explain. It can be noticed that locally deployed applica-
tions have higher tendency to produce ambiguous results. Taking a closer look
at the results, it is possible to notice that values tend to lower just to increase
almost to the previous level for the next number of simulated users. This hap-
pens, for example, in the cases of success rate. One explanation could be that the
server could not handle the full number of requesting users and that resulted in
the lower performance. However, consequently the container allocated more re-
sources, for instance, bean and connection pools, and the next increased number
of requests could be handled better.

5 Concluding Remarks

The tests carried out covered 12 different test cases with respect to implemented
design pattern, EJB container, and deployment configuration. All the data gath-
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ered shows differences between the compared design patterns and consequences
of their replacement, in terms of performance-related quality factors of the appli-
cation. Regardless of the type of EJB container used and the way the application
was deployed, the scale of differences remained nearly constant. In all the pre-
sented tests, the implementation that used Facade design pattern had the highest
throughput. In addition, for each of the tested design patterns the characteristics
of success rate and the number of requests exceeding 10 seconds were different.
The number of users when the application stopped handling requests properly
tends to be the highest also for Facade implementation.

Additionally, the presented differences between the variants of Command
pattern indicate consequences of particular implementation choices. The Com-
mand Combined implementation reduced the number of network calls, which
resulted in better performance than Command. Facade was clearly better than
either of the Command variants, however.

Presented findings demonstrate significance of design decisions and their im-
plications for multi-tier applications. The results can be utilised by application
architects and designers to anticipate the behaviour of an application depending
on chosen design solutions. An initial suggestion for designers indicates that for
the local deployment scenario, which is unlikely in a production environment,
there are no significant differences between Facade and Command patterns. At
the same time, in the case of separately deployed presentation and business
layers, which is a common deployment configuration, the differences between
patterns point Facade as a better solution, from the performance point of view.
However, if, for example, the service interface available for the client is required
to be relatively simple (small number of methods), yet flexible (allowing easy
extensions to the service), as mentioned in [10], then Command and especially
Command Combined may be a more favourable choice than Facade.

The presented findings are a good starting point for further pattern compar-
isons. The results show differences between the selected design patterns. How-
ever, the conducted tests were limited to only two design patterns and a specific
technology (J2EE). Therefore, extended tests should be conducted and cover
multi-tier technologies different from the J2EE technology, for example .NET
[18]. In addition, the tests should include a wider range of compared design pat-
terns. The final aim would be a creation of a set of recommendations containing
specific design patterns used on different layers of application and implemented
in various technologies and variants.
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Abstract. When dealing with distributed systems, one of the most important
problems that has to be addressed is concurrency. Distributed systems are inher-
ently concurrent, distributed objects being implicitly “shared” between all partici-
pating clients, and explicit concurrency control must be enforced if consistency is
to be preserved. From an MDA perspective to software development, we show in
this paper how concurrency resulting from distribution can be inferred in an auto-
matic way, provided that a small set of design conventions are strictly adhered to.
A simple PIM-level concurrency profile is considered in order to illustrate how
the inference algorithm evolves on a concrete example and how an initial dis-
tributed design is automatically refined according to the proposed concurrency
profile.

Keywords: Concurrency, Distributed Systems, Model-Driven Architecture,
MDA, Model Transformations, Enterprise Fondue, UML Profiles.

1 Introduction

Software has become a driving technology. Embedded in systems of all kinds, ranging
from transportation and medical systems to industrial and military applications while
passing through office and entertainment products, software is virtually inescapable in
a modern world, and people have accepted its omnipresence as a technological fact of
life.

Over the last decade, there has been and still is an increasing need for integrating
different (legacy) software systems and applications, which results in heterogeneous
and often distributed systems. Moreover, the ever increasing popularity of the Internet
and the growing field of e-commerce have led to an explosion of the number of distrib-
uted systems in operation. Such systems are typically required to provide highly avail-
able services, and must satisfy hundreds of clients simultaneously, raising the impor-
tance of middleware-specific concerns, such as concurrency and transactions, when de-
signing distributed systems.

Model Driven Architecture (MDA) [1][2], the relatively new initiative launched by
the Object Management Group (OMG), promotes a new approach to software develop-
ment by clearly separating the “what” and the “how”, or as stated in [2], “... that sepa-
rates the specification of system functionality from the specification of the implemen-
tation of that functionality on a specific technology platform”. Both specifications are
expressed as models: Platform Independent Models (PIMs), which specify the structure
and functions of a system while abstracting away technical details, and Platform Spe-

N. Guelfi et al. (Eds.): FIDJI 2004, LNCS 3409, pp. 24–37, 2005.
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cific Models (PSMs), which are derived from PIMs and specify how the functionality is
to be realized on a selected platform. Since in this paper we consider the middleware to
be our MDA platform, further on we will directly refer to the middleware instead of the
general concept of (MDA) platform. Moreover, as the Unified Modeling Language
(UML) [3] established itself as the de-facto industry standard, we only focus on the
UML support for MDA.

Besides the obvious importance of PIMs and PSMs in MDA, model transforma-
tions are undoubtedly the key technology in the realization of the MDA vision [4].
Among other usages, model transformations are the ones responsible for refining PIMs
into PSMs (or abstracting away from PSMs to PIMs) and mapping PSMs to concrete
middleware-based implementations, providing thus an elegant approach to adapt PIMs
to the peculiarities of the new middleware infrastructures that do not cease to appear.

From a pragmatic point of view, in order to be able to realize the code generation
step of the MDA vision for distributed middleware-mediated systems, MDA needs to
provide support for understanding, describing, and implementing different middleware-
specific concerns, such as distribution, concurrency, transactions, security, and so on,
also referred to as pervasive services in MDA’s PIM terminology [2].

The MDA-compliant Enterprise Fondue [5] software development method defines
MDA-oriented UML profiles that address middleware-specific concerns at different
levels of abstraction. Enterprise Fondue also promotes a systematic approach to ad-
dressing pervasive services in an MDA-compliant manner, at different levels of abstrac-
tion, through incremental refinement steps along middleware-specific concern-dimen-
sions according to the proposed UML profiles. A complete example has already been
carried out for the distribution concern. The UML-D Profiles proposed in [6] address
the distribution concern in an MDA-oriented fashion at three different levels of abstrac-
tion: platform-independent level, abstract realization level, and concrete realization
level. The CORBA [7] technology was used in [6] to illustrate how the refinement pro-
cess is applied to a concrete example.

Relying on the PIM-level outcome when refining along the distribution concern-di-
mension as presented in [6], we show in this paper how refining along the concurrency
concern-dimension can be achieved in an automatic way, provided that a small set of
design conventions are strictly adhered to. A simple PIM-level concurrency profile is
considered in order to illustrate how the inference algorithm evolves on a concrete ex-
ample and how an initial (distributed) design is automatically refined according to the
proposed concurrency profile.

The rest of this paper is organized as follows: Section 2 provides the motivation of
this work by pointing out the importance of concurrency in distributed systems and em-
phasizing the specific issues that are addressed later; Section 3 presents the inference
algorithm along with a small set of design conventions on which it relies; Section 4
shows how the inference algorithm is applied to a concrete example, stressing the fuzzy
and narrow border between concurrency and transactions, and Section 5 draws some
conclusions and presents future work directions.
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their own state, which is implicitly “shared” between all possible clients and therefore
has to be protected from simultaneous accesses by concurrent clients if consistency is
to be preserved. For instance, two clients concurrently accessing the Bank should not be
allowed to transfer (transfer) money between accounts and to remove an account
(removeAccount) at the same time since the very account that is removed might be one
of the accounts participating in the transfer. Similarly, two clients concurrently access-
ing an Account should not deposit and withdraw at the same time, just like they
should not withdraw and getBalance at the same time.

Some immediate questions arise. How can we detect such conflicts? Is it possible
to automatically detect them without any previous knowledge about the semantics of
those operations? And even if we detect such conflicting operations, and suppose we
are relying on a locking mechanism for implementing concurrency control, how can we
decide the right lock modes for those operations in order to preserve consistency but
without a significant performance loss? Besides the obvious concurrency at the level of
distributed operations (i.e., operations belonging to a «Distributed» interface), does
distribution induce concurrent behavior at other levels of the system under develop-
ment?

3 Inferring Concurrency Locks for Distributed Operations
and Beyond

After a brief introduction of some concurrency concepts, we present in this section how
refining along the concurrency concern-dimension (concurrency strictly induced by the
«Distributed» interfaces) can be achieved in an automatic way, provided that a small
set of design conventions are strictly adhered to. A simple concurrency profile is also
proposed in order to support the inference algorithm at the PIM level of abstraction.

Many researchers view all object-oriented systems as inherently concurrent, since
objects themselves are “naturally concurrent” entities. In sequential object-oriented
programs, only one object is executing one of its methods at a given time. In concurrent
object-oriented programs, several objects can be active at a given time, and even a given
method might be invoked multiple times concurrently. Objects must be aware of this
concurrency in order to guarantee state consistency in the presence of simultaneous
method invocations.

The most common technique for implementing concurrency control is locking. A
lock represents the ability of a specific client to access a specific resource, in our case a
distributed object, in a particular way defined by the corresponding lock mode. Coordi-
nation is achieved by preventing multiple clients from simultaneously possessing locks
for the same resource if the activities of those clients might conflict. A client must first
acquire an appropriate lock before accessing a shared resource. Having a variety of lock
modes allows for more flexible conflict resolution. For example, providing different
modes for reading and writing allows a resource to support multiple concurrent “read-
ers”, i.e., clients that are only reading the state of the resource, improving in this way
the performance of the final system.

Based on these very few concepts, we defined a simple concurrency profile like the
one shown in Figure 2. Ignoring any low level implementation details, the profile de-
fines a single stereotype called «Locked» as an extension of the Operation metaclass
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specifying whether an operation should be locked or not. Two tag definitions define the
lock mode (mode), either read or write, and the scope of locking (scope), either at the
instance level (instance_level) or at the class level (class_level) depending on
whether the operation accesses object-specific properties or class-specific properties
(e.g., static fields in Java). Please note that the proposed profile is not at all complete,
Figure 2 showing only the part that is relevant for this paper.

Since it might not be very clear from the definition of the profile, we would like to
point out now that locks are indeed acquired at object/resource level but the code that
must trigger the acquisition of such locks must be generated at class level, more precise-
ly inside the operations that access (read/write) the state of the potential objects instance
of that class. By specifying which operations should be locked, we will later on know
where the appropriate concurrency control code must be generated.

Following the Enterprise Fondue principles, this PIM-level concurrency profile
could be further refined into a CORBA Concurrency Control Service (CCS) [9] profile
at the PSM level of abstraction. Such a refinement step should enhance the PIM-level
profile with new locking modes supported by the CORBA CCS, and should make a
clear distinction between locks that have been acquired on behalf of the current thread
and those acquired on behalf of a transaction, another specificity of the CORBA CCS.
At code level, we would rely on a concrete implementation of the CORBA CCS by an
ORB vendor, such as the one provided by OpenORB [10].

We discuss now in more details the implementation of the MTL model transforma-
tion that automatically refines a distributed design along the concurrency concern-di-
mension at the PIM level of abstraction according to the concurrency profile proposed
in Figure 2.

3.1 JavaBeans-Like Design Conventions

Before applying the inference algorithm, the developer must ensure that the input model
conforms to a small set of JavaBeans-like [11] design conventions.

First of all, we define so called primitive operations as those that access the state of
distributed objects and cannot be further broken into smaller units. A JavaBeans-like

«profile»
ConcurrencyProfile

«metaclass»
Operation

«stereotype»
Locked

mode:LockMode
scope:ScopeKind

«enumeration»
LockMode

read
write

«enumeration»
ScopeKind

instance_level
class_level

Fig. 2. Simplified View of the Concurrency Profile at PIM Level
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design convention associates with each such primitive operation a lock mode that it pro-
motes at the level of its usage. The list of primitive operations, and their lock modes,
contains:

• get*, getters, retrieve the values of the attributes that are part of an object’s state;
[mode = read];

• set*, setters, modify the values of the attributes that are part of an object’s state;
[mode = write];

• is*, getters, retrieve the values of the boolean attributes that are part of an ob-
ject’s state; [mode = read];

• insert, for inserting a new item in a multiobject, e.g., inserting a new Element
in a List; [mode = write];

• remove, for removing an item from a multiobject, e.g., removing an Element
from a List; [mode = write];

• iterate, for traversing through a multiobject’s items, e.g., traversing the Ele-
ments in a List, one Element at a time; [mode = read];

For instance, a non-primitive operation using two getters, one setter, and an iterator, all
acting on the same “self” object, should lock itself in the strongest lock mode promoted
by one of the primitive operations it encapsulates. In this concrete example, it is the set-
ter that dictates the write lock mode.

Second, taking into account that the entire inference algorithm inspects collabora-
tion/sequence diagrams, these diagrams must be prepared with extreme care by the de-
veloper in order for the automatic model transformation to be successful. If necessary,
collaboration/sequence diagrams should be refactored in order to ensure that all opera-
tions are explicitly called and that a JavaBeans-style is strictly adhered to, i.e., the state
of an object should only be accessed/modified through explicit calls of the correspond-
ing getter/setter operations. Figure 3 shows how such a refactoring looks like. For read-
ability and lack of space reasons, we use Java code snippets instead of showing collab-
oration/sequence diagrams.

Finally, the last convention is nothing else but stressing the fact that a multiobject
is an intrinsic property of the “container” object. For instance, the list of accounts is an
intrinsic property of the Bank object. Any insert or remove operation performed on
the multiobject changes its state, and thus changes the state of the Bank. As we will see
later, this strong hypothesis could be released by considering concurrency control at a
finer granularity level, e.g., at the object attribute level.

3.2 The Inference Algorithm

The main goal of the inference algorithm is to automatically apply the PIM-level con-
currency profile proposed in Figure 2 to all possible concurrent operations. Implement-

void Account::deposit(amount:double) {
balance += amount;

}

void Account::deposit(amount:double) {
double d = this.getBalance();
d += amount;
this.setBalance(d);

}

a. Original Code b. Refactored Code

Fig. 3. Refactoring Collaboration/Sequence Diagrams
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ed as an MTL model transformation, the inference algorithm is applied at model level,
relying entirely on the interactions described in collaboration/sequence diagrams.

Since we are analyzing only the concurrency resulting from distribution, the infer-
ence algorithm starts by looking at the collaboration/sequence diagrams of all distribut-
ed operations that appear in the distributed design that the model transformation takes
as input. Please notice that by distributed operation we intend any operation that be-
longs to a «Distributed» interface, as defined in [6].

For each distributed operation, depending on the interactions it defines in its asso-
ciated collaboration/sequence diagram, and based on the conventions defined in
section 3.1, the algorithm determines and assigns the most appropriate lock mode that
would protect the state of the distributed object in case other (or the same) distributed
operations are invoked concurrently. Figure 4 shows an example where two distributed
operations, distributedOp_A and distributedOp_B, are called on two different dis-
tributed objects, aInstance and bInstance, each such object being associated with its
own lock, lockA and lockB. The question is what lock modes (r/w) should be associat-
ed with the two distributed operations, i.e., in what lock mode (r/w) should those oper-
ations lock the target objects in order to preserve their consistency?

Setting the lock lockA on the object aInstance when the distributed operation
distributedOp_A is called will only protect the distributed object aInstance from
other distributed, and potentially concurrent, operations invoked on the same object.
However, as illustrated in Figure 4, there might be other operation calls inside a distrib-
uted operation that crosscut the boundaries of the distributed object. For instance, from
within the distributed operation distributedOp_A, the non-distributed operation
nonDistributedOp_A_Obj is invoked on an object obj, which is not protected by any
locks. If lockA is set in read mode, or if it is not set at all (the object aInstance does
not have any state to protect), all concurrent calls to distributedOp_A will pass
through the aInstance object, will concurrently arrive at the object obj, and thus the
consistency of its state cannot be guaranteed. Similarly, if lockA is set in write mode,
it will block all incoming concurrent calls at the level of aInstance. As a consequence,

Fig. 4. “Distributed” Concurrent Operations at Different Levels

lockO

lockB

lockA: Client

1: distributedOp_A

2: nonDistributedOp_A_Obj
    -or-
    nonDistributedOp_Obj

aInstance : AClass

obj : ObjClass

: Client

bInstance : BClass
1: distributedOp_B

Level 1 Level 2 .. n

2: nonDistributedOp_B_Obj
    -or-
    nonDistributedOp_Obj



An MDA-Based Approach for Inferring Concurrency in Distributed Systems 31

by way of aInstance, there will be only one client calling the operation
nonDistributedOp_A_Obj at a given time. However, as shown in Figure 4, it is
enough to have another distributed object bInstance, with lockB set in write mode
as well, to cause the same concurrency problems as before at the level of the object obj,
i.e., two concurrent clients, entering through the aInstance and bInstance respective-
ly, will simultaneously call the operations nonDistributedOp_A_Obj and
nonDistributedOp_B_Obj on the object obj, and thus the consistency of its state can-
not be guaranteed. One should notice that nonDistributedOp_A_Obj and
nonDistributedOp_B_Obj do not necessarily have to be different operations, as we
tried to illustrate in Figure 4. Even if both objects aInstance and bInstance call the
same nonDistributedOp_Obj operation on the object obj, the consistency of its state
cannot be guaranteed.

The two locks, lockA and lockB, ensure consistency but only at the level where
they are defined, in this case the first level, also referred to as the front-end of a system.
However, as showed in the example above, the concurrency induced by distribution is
not always limited to the front-end. Instead it propagates to the following levels as well.

The inference algorithm that we propose takes care of these problems as well, trac-
ing each operation down to its primitive operations and defining (stronger) locks at the
highest possible levels, i.e., as far as possible from the front-end. In fact, in order to eas-
ily handle the concurrency induced by distribution at any level, the inference algorithm
is recursive. Once the potential “distributed” concurrent operations are identified, such
as nonDistributedOp_A_Obj and nonDistributedOp_B_Obj, the algorithm is recur-
sively invoked to address these operations and to determine the most appropriate lock
modes for them as well.

The inference algorithm could be summarized as follows:
• iterate over all distributed operations, i.e., over all operations defined in

«Distributed» interfaces;
• for each distributed operation perform an in-depth analysis of its corresponding

collaboration/sequence diagram;
• if the distributed operation is also a primitive operation, then use its own promot-

ed lock to define the lock mode for the distributed operation;
• if the distributed operation is a non-primitive operation, then break it down into

primitive operations and construct two different sets of operations: the Inner set
and the Outer set;

• the Inner set will contain all primitive operations acting on the current object
(e.g., this in Java), i.e., on the object on which the distributed operation under
consideration is defined; the strongest lock mode promoted by all primitive oper-
ations in the Inner set will determine the lock mode to be set for the distributed
operation under consideration;

• the Outer set will contain all operations (primitive or not) that are not acting on
the current object; every time such an operation is encountered, the operation will
simply be placed in the Outer set without breaking it further down into primitive
operations;
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count::deposit is set to the strongest between the two, i.e., a write mode is set. The
Account::withdraw operation follows the same reasoning and gets assigned a write
mode as well.

The Bank::transfer operation, illustrated in Figure 6, is more complex than the
previous ones and enters more deeply in the details of the inference algorithm. For in-
stance, the Bank::retrieve operation needs to be further broken down into primitive
operations, resulting in an Inner set containing {Bank::getAccountList, Bank::it-
erate}, and an Outer set containing {Account::getName, Account::isOpen, Ac-
count::withdraw, Account::deposit}. One should notice that the Bank is used in-
side the Inner set also for operations that pertain to the list of accounts. This is because
of the last convention introduced in section 3.1, which defines the list of accounts (a
multiobject) to be an intrinsic property of the Bank (its “container” object). Analyzing
the Inner set, the inference algorithm assigns a read lock mode for the Bank::trans-
fer operation, since at the level of the Bank we are only reading and traversing the list
of accounts. Looking at the Outer set, the Inferred set is easy to construct since all
operations belong to the same class, namely Account. As a consequence, there will be
only one Inferred set containing all four operations. The algorithm is then recursively
applied to resolve the lock modes for these operations. One can notice that three of the
operations are in fact distributed operations and they would have been assigned a lock
mode anyway. However, this is not the case for the Account::isOpen, which seems to
induce concurrency even though not in the initial list of distributed operations. This is
a typical example where the concurrency induced by distributed operations crosscuts
the border of the front-end distributed objects and propagates to other objects in the sys-
tem (in this particular case, the Account objects are also distributed, but it might not
have been the case). The recursive application of the inference algorithm will assign a
lock mode for the Account::isOpen operation, which is a rather straight forward job
considering that it deals with a primitive operation as well.

Without entering into too many details this time, the inference algorithm continues
to analyze the collaboration/sequence diagrams of all distributed operations inferring as

Fig. 5. Account::deposit

: Account

: Client

2: getBalance()

3: setBalance(amount) 
1: deposit(
      amount:Double)

Fig. 6. Bank::transfer

: Bank

: Client

1: transfer(
      debitName:String,
      creditName:String,
      amount:Double)

debit : Account

credit : Account

4: withdraw(amount)

5: deposit(amount)

3: credit:=retrieve(creditName)

2: debit:=retrieve(debitName)
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many concurrent operations as possible and assigning appropriate locks for each such
operation. For instance, analyzing the Bank::closeAccount or Bank::reopenAc-
count operations, both shown in Figure 7, the algorithm will infer that the operation
Account::setOpen should have its own lock as well, and will recursively analyze what
would be the most appropriate lock mode to assign for it.

If we were to state the main benefit of our inference algorithm, we would say that
it manages to discover all possible concurrency “entry points” in a distributed system
and locks them appropriately in order to ensure the consistency in the presence of con-
current access to distributed objects. However, because of the automatic inference and
because we detect and lock all potential concurrent operations, the performance of the
final system might be significantly diminished while the risk to consistency is decreased
as well. In order to balance these two factors, namely the level of concurrency and the
risk to consistency, developers may loose the locks inferred by our algorithm according
to the actual semantics of the application under development.

4.1 The Transactions’ Border

However, distributed concurrent systems often give rise to complex concurrent and in-
teracting activities. Such systems often need more advanced and elaborate concurrency
features which may go beyond the traditional concurrency control associated with sep-
arate operation calls (like the approach taken by our inference algorithm). Because mul-
tiple objects must usually be accessed or updated together, great care must be taken to
keep related objects globally consistent. Any interruption when updating objects, or in-
terleaving updates and accesses to objects, can break the overall consistency of distrib-
uted concurrent object systems. In order to solve such problems, the notion of transac-
tion has been introduced in distributed systems [12]. Transactions must be used to cor-
rectly handle interrelated and concurrent updates to objects (or to any kind of data to be
more general), and to provide fault tolerance with respect to hardware failures.

The inference algorithm presented in section 3.2 addresses the concurrency control
in a completely automatic way, without any previous knowledge about the semantics of

: Bank

1: reopenAccount(
      aName:String)

current : Account

aL : Account

5: setOpen(true)

3: current:=iterate()

2: aL:=getAccountList()

4: getName()

: Client

Fig. 7. Bank::closeAccount and Bank::reopenAccount

: Bank

: Client

1: closeAccount(
      aName:String)

a : Account
3: setOpen(false)

2: a:=retrieve(aName)
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the operations involved. However, this version of the inference algorithm does not go
beyond the traditional concurrency control associated with separate operation calls.

Let’s consider the example of the Bank::renameAccount operation in order to il-
lustrate the current limitations of the algorithm. Figure 8 presents the collaboration di-
agram for the operation, pseudocode showing how the operation breaks down into
primitive operations, and the different sets that are constructed during the inference al-
gorithm. Once the inference finishes, the Bank::renameAccount operation will get as-
signed a read lock mode, the Account::getName a read lock mode, the Ac-
count::isOpen a read lock mode, and finally the Account::setName a write lock
mode. One may notice how locks are associated with separate operations. Suppose now
that two clients issue the following two calls simultaneously:

• [client 1] Bank.renameAccount("Matrix", "Revolutions");
• [client 2] Bank.renameAccount("Reloaded", "Revolutions");

Due to the read lock at the level of the Bank, and several read locks at the level of the
Accounts, both calls can be executed concurrently. Even the two Account::setName
operations will be executed concurrently because they involve two different objects.
However, after the execution, the list of accounts will contain two different accounts
with the same name, i.e., “Revolutions”, which breaks the overall consistency of the
Bank system. The reason is that between the moment when we check whether the new
name is already used by another account in the list (contains(newName)), and the mo-
ment when we actually set the new name for the account under consideration (set-
Name(newName)), many other concurrent activities may occur, such as another re-
nameAccount operation, like in this example.

As described in the very beginning of this section, this is a typical example of inter-
leaving updates and accesses to objects, which should also be addressed in order to
guarantee the consistency of the overall system. Even though we do not support this lev-
el of concurrency control, the current inference algorithm could be enhanced to signal
such dependencies within an operation. Indeed, if we have a closer look at the Outer
set in Figure 8, one can easily see that there are both readers and writers on the Account,

Fig. 8. Illustrating Limitations of the Inference Algorithm (Bank::renameAccount)

: Bank

: Client

1: renameAccount(
      oldName:String,
      newName:String)

a : Account
4: setName(newName)

3: a:=retrieve(oldName)

2: contains(newName) Bank::renameAccount(
                        oldName:String,
                        newName:String) {

    Bank::contains(newName) [
        Bank::getAccountList();
        Bank::iterate();
        Account::getName();
     ];

    Bank::retrieve(oldName) [
        Bank::getAccountList();
        Bank::iterate();
        Account::getName();
        Account::isOpen();
     ];

    Account::setName(newName);
}

Inner(Bank::renameAccount) {
    Bank::getAccountList,
    Bank::iterate
}

Outer(Bank::renameAccount) {
    Account::getName,
    Account::isOpen,
    Account::setName
}

Inferred (Bank::renameAccount) [Account] {
    Account::getName,
    Account::isOpen,
    Account::setName
}
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e.g., getName, isOpen, setName, which could trigger a signal that some more advanced
and elaborate concurrency control mechanisms might be needed. In such situations, the
most elegant solution would be to group together the critical operations in a transaction,
and rely on the ACID properties [12] of transactions to guarantee the overall consisten-
cy of the system. In fact, at implementation level, the CORBA Concurrency Control
Service [9] allows the developer to acquire locks on behalf of the current thread or on
behalf of a transaction, which is exactly what is needed. However, for the time being,
we believe that the semantics of operations must be known to the application developer
if transactional features are to be integrated, which is not the case for concurrency con-
trol. As we showed with our inference algorithm, concurrency control may be automat-
ically inferred, enforcing consistency constraints up to a certain level, up to what we call
the transactions’ border.

5 Conclusions and Future Work

The omnipresence of distributed systems nowadays, with multiple clients simulta-
neously accessing distributed resources, puts a high emphasis on the design and imple-
mentation of concurrency control as a means to ensure consistency in distributed sys-
tems. Adopting an MDA approach to software development, we showed in this paper
how the concurrency induced by distribution can be inferred in an automatic way, pro-
vided that a small set of JavaBeans-like design conventions are strictly adhered to. A
simple PIM-level concurrency profile was considered in order to illustrate how the in-
ference algorithm evolves on a concrete example and how an initial distributed design
is automatically refined according to the proposed concurrency profile.

The fuzzy and narrow border between concurrency and transactions was discussed
as well. The current inference algorithm is able to automatically detect concurrent op-
erations, without any previous knowledge about their semantics, and assign them ap-
propriate lock modes in order to preserve consistency. Even though the same algorithm
could be easily enhanced to point out operations where transactional features might be
required, we believe that the semantics of operations must be known to the application
developer if transactional features are to be integrated.

In the current state, there is only one lock per object managing the whole concur-
rency control at the object level. However, this has significant consequences on the
overall performance of the system in general, and on the degree of concurrency that an
object may support in particular. In order to overcome this limitation, we would like to
define the concurrency control at a finer granularity level, e.g., at the object attribute
level, just as it is already supported by the CORBA Concurrency Control Service at im-
plementation level. Instead of locking the whole object, we would use dedicated locks
for each attribute that is part of the object’s state, along with a system of dependencies
between attributes, if necessary. In this way, simultaneous invocations of two opera-
tions acting on two different attributes of the same object, e.g., Account::setName and
Account::getBalance, would be allowed to execute concurrently. We also believe
that the analysis that has to be performed in order to infer such finer granularity locks
could serve as a basis for further investigations towards automatically inferring trans-
actional features in distributed concurrent systems.
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Abstract. GOLD (Grid-based Information Models to Support the Rapid Inno-
vation of New High Value-Added Chemicals) is concerned with the dynamic 
formation and management of virtual organisations in order to exploit market 
opportunities. The project aims to deliver the enabling technology to support 
the creation, operation and successful dissolution of such virtual organisations. 
A set of middleware technologies are designed and being implemented to ad-
dress issues such as trust, security, contract management and monitoring, in-
formation management, etc. for virtual collaboration between companies. In 
this paper we discuss the set of requirements for access control in dynamic vir-
tual organisations that have been defined as part of the trust-related work. We 
propose a solution, which extends the ideas of role based access control 
(RBAC), and we examine the use of existing and emerging Web Services tech-
nologies as an implementation platform. 

1   Introduction 

The GOLD project aims to build the infrastructure that enables organisations to col-
laborate securely in order to achieve some common goal, enabling the formation of 
virtual organisations (VOs). The project deals with a number of concepts such as 
roles, permissions, obligations within an environment comprised largely of autono-
mous components which are brought together to form a VO. Part of the requirements 
state that interactions between components are done dynamically without any prior 
collaboration history. This has an obvious impact of the amount of trust participants1 
in the VO can place on each other. Our aim is to alleviate this problem (i.e. establish 
trust without historical information) by enhancing certain security aspects of our 
system. Within GOLD, we are tackling trust issues in 3 distinct ways: 

 

• We are implementing access control policies that will protect each party’s assets 
from unauthorized use while allowing sharing;  

• We are working on issues relating to dependable systems architecture as a way of 
enhancing trust through system trustworthiness [1]; and 

                                                           
1  In this paper, the terms “party” and “participants” refer to those autonomous components that 

form part of the system and collaborate/interact using the GOLD infrastructure. 
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• We are investigating the formation of trust zones2 by developing rules to which all 
participants of the system adhere.  

 

In this paper we are looking into access control requirements for dynamic systems 
such as virtual organizations. The paper is organised as follows. First we take a look 
at trust in general and discuss access control and the current state of the art. We dis-
cuss the general access control requirements and propose a solution which draws 
from previous experience and past projects the authors have been involved in. We 
conclude with a discussion on the current state of the art of the Web Services tech-
nologies that can be used to provide such a solution. 

2   Trust 

Trust is a non-functional system property. It emerges through sound structure, secu-
rity and dependability. In computing literature the meaning of trust has shifted from a 
purely non-functional property, related directly to dependability [1], to a measure-
ment of the accuracy of access control models and contract management. In the 
course of this paper we will address both structuring issues as well as functional as-
pects. 

Trust is based mainly on information (how much you know about someone), his-
tory (past transactional experiences with someone), or context (being within a trust 
zone or a boundary of rules and regulations with someone). In all the above cases 
trust can be a direct evaluation between 2 parties such that a trusts b. In highly dy-
namic environments such as virtual organisations parties may not have the opportu-
nity to create a history of transactions. Additionally, there is also a requirement to 
maintain one’s privacy which gives rise to identity issues. Since historical data and 
identity can be compromised, the only visible avenues towards achieving some de-
gree of trust between two collaborative parties are third parties and value. Value and 
the wider notion of added value (although out of the scope of this work) is a motivat-
ing factor when trust related information is missing. In the virtual world and in par-
ticular in virtual collaborations that require anonymity, privacy and they lack any 
historical context, the only visible avenue for achieving some degree of trust is the 
transfer of trust from the collaborating parties, to the medium via which they collabo-
rate. In our case this medium is the infrastructure which we hope to provide in 
GOLD. It is the infrastructure that provides guarantees to each party involved in a 
collaboration, that their trust policies will be enforced while at the same time main-
taining identity and identity related information private. Trust policies, which are the 
focus of this discussion, are essentially security policies which express a party’s re-
quirements to engage into a transaction or any form of collaboration with any other 

                                                           
2  The term refers to a conceptual boundary around all the components of the system. Compo-

nents within a trust zone have agreed on certain rules and regulations prior to offering any 
services. 
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party. A party for example may require that data is exchanged encrypted using a spe-
cific encryption algorithm.  

Policies can be dynamic and altered to reflect new security requirements. This 
generates the need for an environment with dynamic activation and de-activation of 
access control rights, and a move from a passive security policy, where permissions 
are assigned to particular roles, to an active security policy that distinguishes between 
roles and their instances.  

3   Access Control 

Active Control Lists (ACLs) have already been proven to be inefficient [2, 3]. Access 
lists built for every user lead to repetition of lists for users with similar rights. An 
extension to the ACL model is Role Based Access Control (RBAC) [4], which pro-
vides an additional security layer between the user and the resource. Access rights are 
given to roles (usually pre-determined) and then users are associated with those roles. 
The role-based access control model is more efficient since users are assigned roles 
rather that access lists. This implies that users of similar access rights are assigned a 
single role (i.e. a single ACL is assigned to many users), making the roles based ap-
proach a lot faster. 

There are cases however when role-based access is also insufficient and, hence, 
additional security layers are required. Roshan [5] pointed out an example with a 
hospital emergency room, which demonstrates the problem. He explained that within 
an emergency room, patients and doctors are two typical roles. Diagnosis and pre-
scription are rights of the doctor and therefore doctors need to have permissions to 
access patient’s details. This however does not imply that doctors are permitted to 
prescribe to any patient. Only assigned doctors have access rights and consequently 
permission to prescribe to a particular patient. In other words, there is a binding be-
tween a doctor role instance with the patient role instance, which implies the need for 
an additional layer that binds instances of roles with instances of resources. We there-
fore need a more dynamic access management system than RBAC. 

GOLD requires similar bindings since we want to be able to restrict role access on 
resources depending on the execution context. In a virtual organisation the execution 
context can be regarded as the particular project or the goal that all participants have 
come together to achieve. In a virtual organisation there can be many projects with 
various participants resulting to complicated interrelationships between them. For 
example, some of them may play the same role in various projects, carrying out the 
exact same tasks, or have different roles within the same project depending on the 
performed task. 

The question we raise is ‘Should a role have the same permission and access rights 
throughout the set of similar or even identical projects and the tasks within those 
projects?’ Our view is that in dynamic access control systems we should separate 
roles from role instances. Different role instances may require different permissions 
and indeed additional levels of authorisation depending on the project and task in 
which they are active. 
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The main GOLD case study involves the collaboration of a number of participants 
to enable the development of chemicals. The domain itself requires the sharing of 
sensitive information between participants who may have conflicting interests. In 
order to raise the levels of trust within such a VO we need to make sure that we have 
developed fine grained access control mechanisms. RBAC or other traditional tech-
niques do not provide this level of granularity. 

The main issues regarding access control relate to the degree of granularity em-
bedded in the controlling mechanism itself. By granularity we refer to the level of 
detail for which we are prepared to define access rights. In GOLD, the simple sub-
ject-object permissions model on which RBAC is based is not sufficient. We need 
fine grained permissions for instances of roles as well as instances of objects. For 
example, a chemist role may be granted access to chemical documents but we do not 
however wish to grant access to all chemical documents produced by the system. 
Instead, we want any access permissions granted to the chemist role to be project-
specific (e.g., the instance of a particular collaboration) as well as task-specific (e.g., 
the instance of a particular pre-defined activity). The management of roles and access 
permissions in GOLD is integrated with the management and monitoring of dynamic 
service level agreement or contracts between the participating services. The contracts 
can capture the expectations from specific tasks, using pre- and post-conditions. Per-
missions for roles can be activated and de-activated based on the progress of the 
monitored contracts. 

4   Our Approach 

4.1   Requirements 

We need to develop a framework that defines conceptual boundaries around projects 
and tasks so that the roles and permissions can be scoped. Since a VO is comprised 
from a set of services, messages between those services need to propagate context-
related information that can be used to identify the specific scope in which the secu-
rity-related decisions can be made. Services can use the context information to deter-
mine whether the requestor has sufficient permission to perform operations or access 
resources. Other levels of requestor verification, such as authentication, could be 
implemented using existing methodologies (e.g., certificate-based authentication) and 
RBAC using access lists associated with every role. 

The framework must allow for the dynamic activation and deactivation of permis-
sions and roles based on progress monitoring of projects and tasks based on estab-
lished contracts. For example, if a role fails to deliver its obligations within a task, we 
may want to de-activate certain permissions to that role. Also, if a task is completed 
successfully, we may want to add more permissions to a particular role so that re-
sources and actions in a following task become accessible. In essence, the effective 
permissions are linked with the scope of the activity being performed. 
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4.2   Solution 

The solution we propose follows the same model as previous works in handling 
transactions in distributed systems [6], the concept of spheres of control [7], and the 
coordinated atomic actions concept [8]. Coordinated Atomic (CA) Actions is a uni-
fied scheme for coordinating complex concurrent activities and supporting error re-
covery between multiple interacting components in distributed systems. CA Actions 
can be regarded as providing some of the generality of spheres of control and within 
them they offer a full support for maintaining consistency and achieving fault toler-
ance. They have been successfully applied [6, 9] as a structuring mechanism and they 
are relevant because they allow us to design, structure and provide fault tolerance in 
GOLD where autonomous organisational entities co-operate. We distinguish between 
role instances, resource instances as well as the notions of projects and tasks (. We are 
implementing the conceptual elements of this solution using WS standards. We dis-
cuss these in section 6. 

5   Project-Task Structure 

In order to achieve the level of granularity mentioned earlier we need to provide sev-
eral levels of access control enforcement. In the first instance these manifest them-
selves as boundaries; that is project and task boundaries. The task boundary encapsu-
lates all roles and objects related to an atomic action or activity. A project boundary 
encapsulates all tasks – atomic and otherwise – that take place within a GOLD VO in 
order to achieve a common goal. The concept of task is an implementation of the 
concept of spheres of control and is employed to provide a conceptual boundary en-
capsulating a specific action. Within its boundaries we find the following: 

 

• a task name, i.e. unique identifier of a particular instance of a task; 
• a set of roles; 
• objects/resources used by that task; and 
• reference(s) to resource(s) relevant to the task outside the tasks boundary. 
• Pre-conditions, Post-conditions. 
 

Task Name

Roles

ROLE 2

ROLE 1

ROLE 3

Obj Obj Obj

Resources

Task 1

Obj

 

Fig. 1. The structure of a task 



Task-Based Access Control for Virtual Organizations      43 

Figure 1 provides a conceptual representation of a task within GOLD. The box de-
notes the boundaries of the task within which the instances of roles and the set of 
access permissions are active. This logical task can span across multiple GOLD ser-
vices. Each of the resources/objects in Figure 1 is associated with access permissions. 
The system evaluates access to the resources according to the role that attempts to 
perform an action always within the context of a particular task. 

 

Project-wide role

ROLE 1

ROLE 3

Obj

Task 3

ROLE 2

ROLE 3

Obj

Obj

Task 2

Obj

ROLE 2

ROLE 1

ROLE 3

Obj Obj

Obj

Task 1

Obj
Obj

 

Fig. 2. Project structure 

The Figure 2 illustrates the relationship between projects, tasks, role instances, and 
the objects/resources. In the context of GOLD, the project would be a VO that is 
established for the development and market exploitation of a chemical compound 
while a task could be a chemical hazard analysis. Objects that are shared between 
tasks (as project-bound objects) can be VO-wide documents while task-bound objects 
can be temporary notes used for the completion of that task. Roles may evolve ac-
cording to the contracts put in place to manage the VO. For example, an employee 
from one company with an assigned role L may have access to some of the docu-
ments from another company during task B but will be denied access to them during 
the preceding task A. The contracts that are in place to establish a VO determine the 
roles and their permissions for each of the task that VO is to perform. The runtime 
support for the VO monitors the progress of each task in relation to the contracts in 
place and dynamically changes the permissions of the roles where appropriate. 

6   Implementation Approach 

The test bed used to experiment with the concepts investigated by GOLD is built 
using Web Services (WS) technologies and follows the principles of service-
orientation [10-14]. Each company/partner in a GOLD virtual organisation is repre-
sented as a service and communication between them is facilitated through the ex-
change of messages. Here we describe the design part of the GOLD test bed that 
deals with the task-based access control issues discussed in this paper. 
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6.1   Representing Tasks Using Context 

Since a task may span any number of services within a particular virtual organisation, 
information needs to be propagated in messages so that the receiving services can 
determine the scope of the interaction. The context-based approach to scoping mes-
sage exchanges are used in a number of WS specifications (e.g., WS-
SecureConversation [15], WS-Coordination [16], WS-AtomicTransaction[17], etc.). 
Industry vendors have proposed WS-Context [18] as a standard way for representing 
context-related information, its management, and its inclusion in messages. In 
GOLD, we propose the use of WS-Context (or a similar specification) to model a task 
that spans services. A GOLD task will be represented by a context structure which 
would be propagated with every message being exchanged within the scope of that 
task. Since a GOLD service may be used by many VOs at the same time, each VO 
has to be identified through a context structure and since a VO may have multiple 
tasks, each one is represented by a context structure. There is a parent-child relation-
ship between a VO context and a task context. Furthermore, a task may be composed 
of sub-tasks, so the context structure needs to support this. Listing 1 shows an exam-
ple of a pseudo XML structure to represent the interaction context within GOLD. 

 
<wsctx:context> 
  <gold:vo> 
    <!-- General information about the VO or just an 
identifier or a reference. --> 
    <gold:task> 
      <!-- General information about the task or just an 
identifier or a reference. --> 
      <!-- Perhaps some sub-tasks --> 
    </gold:task> 
  </gold:vo> 
</wsctx:context> 

Listing 1. Pseudo XML structure of the context for message exchanges within a GOLD VO 

6.2   Security 

A combination of WS technologies [19] could be used to meet GOLD’s security 
requirements. For example, WS-Security [20] defines the mechanisms for exchanging 
security tokens, message signing, and message encryption. WS-Trust [21] can be 
used when retrieving security tokens for authentication/authorisation purposes from 
trusted sources, WS-Federation [22] for federating identities and security attributes 
across different trust realms, SAML [23] for defining security assertions, XACML 
[24] for describing authorisation policies and making policy-based decisions, etc. 

Here we are concentrating only on the task-based access control aspects of security 
and those specs that we can use for our implementation. We propose that XACML is 
used within GOLD to define access policies on objects/resources for authorisation 
purposes (what actions are allowed to be performed on a resource by roles) while 
each role can be represented using SAML assertions. Security-related information 
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associated with a requestor (the user belonging to a role) can be propagated with 
every message so that services can reason about the requestor’s security-related 
claims and determine, based on policy assertions, whether access to local resources 
should be granted within the scope of the particular task. We achieve task-based ac-
cess control through the dynamic association of the SAML assertions with the con-
text. 

6.3   Example 

An example of a pseudo SOAP [25] message carrying context and security informa-
tion is presented in Listing 2. 

 
<soap:Envelope> 
  <soap:Header> 
    <wsse:Security> 
      <wsse:BinarySecurityToken> 
        <!-- X.509 certificate --> 
      </wsse:BinarySecurityToken> 
      <saml:Assertion> 
        <!-- Assertions about the requestor’s roles  
             (e.g., Chemist, Manager, etc.) --> 
      <saml:Assertion> 
    </wsse:Security> 
    <wsctx:context> 
      <gold:vo> 
        <!-- information about the VO. --> 
        <gold:task> 
          <!-- information about the task. It could be just 
an identifier.  
               It may contain sub-tasks. --> 
        </gold:task> 
      </gold:vo> 
    </wsctx:context> 
  </soap:Header> 
  <soap:Body> 
    <gold:ChemicalAnalysisRequest> 
      <!-- Task-specific information --> 
    </gold:ChemicalAnalysisRequest> 
  </soap:Body> 
</soap:Envelope> 

Listing 2. A pseudo SOAP message in GOLD carrying context and security information 

When a GOLD service receives a message like the one of Listing 2, it uses the 
SAML assertions about the role of the requestor and the context representing the VO 
and the task being performed in that VO to determine whether the request can be 
satisfied. The decision may use a Policy Decision Point (PDP) as per the SAML 
specification [23]. 

In the example of Listing 2, we can assume that the message is signed using  
the X.509 certificate of the requestor and encrypted using the X.509 certificate  
of the receiving service, as per the WS-Security [20] specification. Also, WS-
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SecureConversation [15] could be used to improve upon the performance of a multi-
message conversation. Lastly, a SAML authentication-specific context could be used 
to replace the need for X.509 certificates and, hence, allow a federated authentication 
scheme to be adopted within GOLD. 

7   Conclusion 

In this paper we discussed task based access control as a mechanism for dynamic 
virtual organisation scenarios where roles and access right policies continuously 
evolve according to the contracts put in place. Traditional role based models are static 
and therefore inadequate in such modern dynamic environments. We proposed a 
solution based on concepts such as spheres of control and coordinated atomic actions 
to structure our system so that trust emerges as a system property. Current WS stan-
dards enables us to quickly develop such a mechanism as we can map our conceptual 
elements on standardised XML schemas and WS protocols. Furthermore they allow 
us to dynamically manage access rights depending on the progress of a particular 
activity such as a transaction. Access rights can therefore be awarded or withdrawn 
depending on progress. 
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Abstract. This paper presents a framework for aggregating Java-based distri-
buted applications from one or more mobile components that can travel between
computers. The framework enables components to specify their own relocation
policies and dynamically deploys them at the same or different computers accord-
ing to the policies. It also provides mobile-transparent communications between
components. It can dynamically organize and execute an application on a group of
one or more computers to satisfy its requirements beyond the limited capabilities
of individual computers. This paper also describes a prototype implementation of
the framework and its applications.

1 Introduction

The complexity of modern distributed systems has already frustrated our ability to de-
ploy components at appropriate computers through traditional approaches, such as cen-
tralized and top-down techniques. It is difficult to adapt such systems to changes in
execution environments, such as adding or removing components and network topol-
ogy, and to the requirements of users. This problem becomes more serious in ubiquitous
computing as well as large-scale distributed systems, because ubiquitous computers are
heterogeneous and their computational resources, such as processors, storage, and input
and output devices, are limited so that they can only support their own initial applica-
tions. An application can execute on a group of one or more computers to satisfy its
requirements beyond the limited capabilities of individual computers. Moreover, such
a group must be configurable in run-time because the goals and positions of users may
change dynamically.

To accomplish goals beyond the capabilities of individual computers, a ubiquitous
computing application should not only be able to be processed by a single computer
but also by the interaction of a group of computers, called a federation. Moreover,
such a group must be configurable in runtime because users’ requirements may change
dynamically. This paper presents a framework that enables ubiquitous computers to be
dynamically federated. The framework facilitates the construction of a virtual computer
as a federation of partitioned applications around different computers. It also enables
partitioned applications to be deployed at, and run on, heterogeneous computers that
can provide the computational resources required by users and their associated context,
such as locations, current tasks, and the number of people.

In the remainder of this paper, we describe our design goals (Section 2), the design
of our framework, called Hydra, and a prototype implementation of the framework
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(Section 3) and the programming model for it (Section 4). We present an application of
the framework (Section 5). We then briefly review related work (Section 6), provide a
summary, and discuss some future issues (Section 7)

2 Approach

The goal of this framework is to provide a general infrastructure that enables applica-
tions on a distributed system to be deployed dynamically. The framework enables us
to construct an application as a federation of ubiquitous computers connected through
a network to overcome the limitations of computational resources, such as input and
output devices and restricted processors, in single ubiquitous computers (Figure 1).

Computer 1

with display

Computer 3

with a keyboard

component

for processing

component

for input

component

for output

network

Computer 2

without any 

keyboard 

and display

virtual computer 

over a network

Fig. 1. Federation of heterogeneous computers

Applications and partitioned applications must not be bound to ubiquitous com-
puters, which have limited computational resources, for various applications, but they
should run on computers that can satisfy their requirements, according to changes in
users and their associated contexts, e.g., locations, current tasks, and the number of
people. Therefore, the framework builds partitioned applications as mobile agent-based
software components and enables these to move to other computers while the appli-
cation is running. When an application is made up of multiple components, the move-
ment of one component may affect the others. It therefore provides three typical interac-
tions: publish/subscribe for asynchronous event passing, remote method invocation, and
stream-based communication to coordinate mobile components. It also provides mech-
anisms to retain these interactions even when some of the components have moved to
other locations. Moreover, the deployment of components is often dependent on their
applications. For example, two components are required to be at the same or nearby
computers, when the first is a program that controls the keyboard and the second is one
that displays content on the screen. The framework therefore enables each component to
explicitly specify a policy to migrate components, called a hook. The policy means that
a component follows another as we can see in Fig. 2. Our framework can dynamically
allocate a federation of partitioned applications at suitable computers by using these
policies. The current implementation provides two policies, called attach and follow.
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Fig. 2. Follow policy with two components

3 Design and Implementation

This framework consists of two parts: components and component hosts.

3.1 Component

It relies on the concept of component-based application construction [17], because au-
tomatically partitioning existing standalone applications across multiple computers is
almost impossible. An application is loosely composed of software components, which
may run on different computers. Our framework does not assume any application mod-
els unlike those in existing related work [3, 8, 18].

Each component in the current implementation is a collection of Java objects in the
standard JAR file format and can migrate from computer to computer and duplicate it-
self by using mobile agent technology1. Each is also equipped with its own identifier
and the identifier of the federation that it belongs to. Each also specifies the computa-
tional capability that its destination hosts must offer in composite capability/preference
profiles (CC/PP) [19] form to describe the capabilities of component hosts and the re-
quirements of components. The framework provides each component with built-in APIs
to verify whether or not its destinations satisfy its requirements. The APIs transform
profiles into their corresponding LISP-like expressions and then evaluate them.

3.2 Component Coordination

Each component can provide references to the other components of the application fed-
eration that it belongs to. Each reference allows a component to interact with the com-
ponent that it specifies, even when the proceeding and following components are at dif-
ferent computers or when they move to other computers. The current implementation of
referencing provides three types of mobility-transparent interactions: publish/subscribe-
based remote event passing, remote method invocation, and stream communication be-
tween computers. Moreover, each reference defines two migration policies as follows:

– When a component declares an attach hook for another component, if the following
component moves, the hook instructs the preceding one to migrate to the destination
if the destination can satisfy the requirements of the component.

1 JavaBeans can easily be translated into components in the framework.
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– When a component declares a follow hook for another component, if the following
component moves, the hook instructs the preceding one to migrate to the destination
or a proper host that is near the destination that can satisfy the requirements of the
component.

The second policy is available when location sensing systems can locate computers.
Our hook mechanism seems to be similar to the dynamic layout of distributed applica-
tions in the FarGo system [5]. However, the FarGo’s deployment policies aim to allow
one or more components to control another, whereas ours aim to allow one component
to describe its own migration. This is because our framework treats components as au-
tonomous entities that travel under their own control from computer to computer. This
difference is important, because FarGo policies may conflict if two components can
declare different relocation policies for one single component, whereas our framework
is free of any conflict because each component can only declare a policy for its own
relocation instead of other components.

3.3 Component Host

Each component host is a computer, and it provides a runtime system for executing and
migrating components to other hosts. Each host establishes at most one TCP connection
with each of its neighboring hosts and exchanges control messages, components, and
inter-component communications with these through the connection.

Component Runtime Service: Each runtime system is built on the Java virtual machine,
which conceals the differences between the platform architecture of source and desti-
nation hosts, such as the operating system and hardware. Each runtime system governs
all the components inside it and maintains the life-cycle state of each component. When
the life-cycle state of a component changes, e.g., when it is created, terminates, or mi-
grates to another host, the runtime system issues specific events to the component. This
is because the component may have to acquire various resources or release them, such
as files, windows, or sockets, that it had previously captured.

Component Migration Service: Each component host can exchange components with
another through a TCP channel using mobile agent technology. When a component is
transferred over a network, a component host on the sending side marshals the code
of the component and its state into a bit-stream and then transfers it to the destination.
Another component host on the receiving side receives and unmarshals the bit-stream.
The current implementation uses the standard JAR file format to pass components that
can support digital signatures, allowing authentication. It provides a weak migration of
components between computers by using Java’s object serialization package to marshal
components. The package can save the content of instance variables in a component
program but does not support stack frames of threads being captured. Instead, when
a component is marshaled and unmarshaled, the component host propagates certain
events to its components to instruct them to stop their active threads, and then it auto-
matically stops and marshals them after a given period of time.
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Migration-Transparent Coordination Service: Remote event passing and stream-based
communication in the current implementation are implemented with our original remote
method invocation (RMI) mechanism through TCP connection, which is independent
of Java’s RMI because the original RMI lacks any reference updating mechanism in
migrating components. Each component host maintains a virtually connected group of
one or more components, when some components migrate to other computers. When a
component migrates to another computer, it informs the current component host about
the identifiers of components that may hold references to it. The component host then
searches its database for the network addresses of the component hosts with the com-
ponents specified in the identifiers, and it then sends suspend messages to these hosts
to block any new uplinks from them to the migrating component. After the compo-
nent arrives at the destination, it sends an arrival message with the network address of
the destination to the departure host via the destination host. When the departure host
receives the arrival message, it sends resumption messages with the address of the
destination to component hosts with components that may hold references to the moved
component to update their databases.

Relocation Policy Management Service: We will now explain to how to relocate com-
ponents where those that an application consists of initially are deployed at hosts within
a localized space smaller than the domain of a sub-network for multicasting packets.
When a component migrates to another component host, it registers its policy with the
destination host if it has the policy. The host then sends a query message to the source
host of the visiting component. There are two possible scenarios for this: the visiting
component has a policy for another component, and it is specified in the other com-
ponents’ policies. In the former scenario, because the source host knows the host run-
ning the target component specified in the policy of the visiting component, it requests
this host to send destination-host information about itself and neighboring hosts that
it knows, e.g., network addresses and capabilities. In the second scenario, the source
host multicasts a query message within the current or neighboring sub-networks. If a
host has a component whose policy specifies the visiting component, it sends the des-
tination host information about itself and its neighboring hosts. The destination host
then instructs the visiting component to migrate to one of the candidate destinations
recommended by the target host.

3.4 Current Status

A prototype implementation of this framework was built with Sun’s Java Developer
Kit version 1.42. Although the current implementation was not built for performance,
we measured the group migration of three components. After a component migrates
to another location, the cost of migrating another component that declares an attach
policy for the moving component is 60 msec, where the cost of migrating a component
between two hosts over a TCP connection is 40 msec. This experiment was done with
five component hosts (Pentium III-1.2 GHz with Windows XP and JDK 1.4) connected
through a Fast Ethernet network.

2 Functionalities of the framework except for subscribe/publish-based remote-event-passing can
be implemented on Java Developer Kit version 1.1 or later versions, including Personal Java.
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4 Component Programming

Each component was implemented as a collection of Java objects. Also, each compo-
nent needed to be an instance of a subclass of the MobileComponent class. Here,
we will explain some programming interfaces that characterize the framework.

class MobileComponent extends MobileAgent
implements Serializable {
void go(URL url)

throws NoSuchHostException { ... }
void duplicate()

throws IllegalAccessException { ... }
void setComponentProfile(

ComponentProfile cpf) { ... }
boolean isConformableHost(

CCPPHostProfile hp) { ... }
ComponentProfile getComponentProfile(

ComponentRef ref) { ... }
setPolicy(ComponnetProfile cref,

MigrationPolicy mpolicy) { ... }
ComponentRef[] getGroupComponents() { ... }
ComponentRef[] getComponents(

Object cif) {..}
ComponentProfile getComponentProfile(

ComponentRef ref) { ... }
....

}

By invoking go() a component migrates to the destination specified as the url and
the duplicate() method creates a copy of the component, including its code and
instance variables. Each component can specify a requirement that its destination hosts
must satisfy by invoking the setComponentProfile() method, with the require-
ment specified as cpf, where the requirement is defined in CC/PP form. The class has
a service method named isConformableHost(), which the component uses to de-
cide whether or not the capabilities of component hosts specified as an instance of the
HostProfile class satisfy the requirements of the component.

4.1 Component Migration Programming

Each component can declare its own migration policy by invoking the setPolicy()
of the Component class while it is running.

setPolicy(cref, new MigrationPolicy(Policy.ATTACH));
setPolicy(cref, new MigrationPolicy(Policy.FOLLOW));

For example, the upper command of the above code fragment means that when a com-
ponent specified as cref moves to another computer, the component that executes the
command migrates to the same computer or nearby computers in the current cell that
the computer resides at. The framework is open to the introduction of new policies as
long as they are subclasses of MigrationPolicy that define the migration policy.

4.2 Component Coordination Programming

Component references are responsible for tracking possible moving targets and for in-
voking the targets’ methods. They are defined as the ComponentRef class and pro-
vide the following APIs for remote interactions. The framework provides APIs for three
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types of mobility-transparent interactions: publish/subscribe-based remote event pass-
ing, remote method invocation, and stream communication between computers. The
first is implemented as remote method invocation for components on local or different
computers with copies of arguments.

Message msg = new Message("print");
msg.setArg("hello world");
Object result = cref.invoke(msg);

This provides a generic remote publish/subscribe approach using Java’s dynamic proxy
mechanism, which is a new feature of the Java 2 Platform since version 1.3 3.

SampleListener sl = new SampleListenerImpl();
cref.addListener(sl, "SampleListener");

The above code fragment registers the listener object specified as sl, which is an im-
plementation of the SampleListener interface. The addListener()method dy-
namically creates a proxy object on a remote component host that has a remote com-
ponent specified as cref. The proxy is an implementation of the SampleListener
interface and automatically forwards events that are specified in the interface to the
listener object on the local host.

The third enables two components on different hosts to establish a reliable chan-
nel through a TCP connection managed by the hosts. It is offers a subclass of Java’s
InputStream and OutputStream classes to mask differences between local and
remote communications as much as possible. Since our channel relies on TCP, it can
guarantee exactly-once communication semantics across the migration of components.

5 Experience

This section outlines a typical mobile application developed with the framework. The
application is a mobile editor and is composed of three partitioned components. The
first, called application logic, manages and stores text data and should be executed on
a host equipped with a powerful processor and a lot of memory. The second, called a
viewer, displays text data on the screen of its current host and should be deployed at
hosts equipped with large screens. The third is called a controller and forwards texts
from the keyboard of its current host to the first component. They have the following
relocation policies. The application logic and control components have follow hook
policies for the viewer component to deploy themselves at the current host of the viewer
component or nearby hosts. As we can see from Figure 3, we assumed that the three
components would initially be stored in the two hosts.

The system can track the movement of a user in physical space through RFID-tag
technology and introduces a component, called a user-counterpart, that can automati-
cally move to hosts near the current location of the user, even while the user is moving.
That is, a user-counterpart is always at a host near the user. Because the viewer com-
ponent has a follow hook policy to move the user-counterpart component, it moves to

3 As the dynamic creation mechanism is beyond the scope of this paper, we have left it for a
future paper.
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a host that has the user-counterpart, or nearby hosts. When a user moves to another lo-
cation, the components could be dynamically allocated at suitable hosts without losing
any coordination between them as we can see in Figure 3.

Fig. 3. Initial allocation of components for editor-application

6 Related Work

A research trend in pervasive computing is to aggregate computational resources at-
tached to different computers. Several projects for aggregation in computers in per-
vasive computing settings have been explored. For example, EasyLiving [1] provides
middleware for dynamically aggregating network-enabled input/output devices, such as
keyboards and mice, even when they are used with to different computers. BEACH [18]
is middleware for constructing collaborative applications through shared or distributed
devices. Neither approach can dynamically deploy components around different com-
puters. Aura [3] is an infrastructure for binding tasks associated with users and mi-
grating applications from computer to computer as users move about. It focuses on pro-
viding contextual services to users rather than integrating multiple computers to support
functions and performance that cannot be attained through a single computer. Gaia [8] is
an infrastructure that allows applications to be partitioned between different computers
and moving from computer to computer under the control of a centralized server in-
stead of the applications themselves. Most existing approaches, including BEACH and
Gaia, assume that applications are inherently designed based on the model-view-control
(MVC) approach, but many modern applications are constructed based on more com-
plex application models, e.g., design patterns, rather than the traditional MVC model.
Moreover, these existing systems assume that there are centralized systems to manage
computers so that they cannot support the requirement of each individual application.
They are also not always scalable in widespread building-wide or city-wide systems.
To solve these problems, the framework introduces the notion of relocation constraint,
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called the hook policy. This notion enables a federation of components to be organized
among heterogeneous computers in a self-organized manner.

We described an infrastructure for location-aware mobile agents in a previous paper
[14]. Like the framework presented in this paper, that infrastructure provided RFID-
tagged entities, including people and things, with application-level software to support
and annotate them. However, since it could not partition an application into one or
more components, it needed to deploy and run applications on single instead of multi-
ple computers. We presented an earlier version of the framework presented in this paper
in a recent short paper [15]. The previous framework was aimed at building an appli-
cation as a federation of one or more mobile components, but lacked any migration-
transparent coordination mechanisms or dynamic relocation policies supported by the
current framework.

7 Conclusion

This paper discussed a novel framework for dynamically aggregating distributed appli-
cations in ubiquitous computing environments. It was used to build an application from
mobile agent-based components, which could explicitly have policies for their own de-
ployment. It also supported most typical interactions between partitioned applications
on different computers. It enabled a federation of components to be dynamically struc-
tured in a self-organized manner and move among heterogeneous computers that could
provide the computational resources required by the components. We believe that the
framework provides a general and practical infrastructure for building distributed and
mobile applications. We designed and implemented a prototype system for the frame-
work and demonstrated its effectiveness in several practical applications.

In concluding, we would like to identify further issues that need to be resolved.
Security is essential in mobile applications and the current implementation of the sys-
tem relies on Java’s security manager. However, we plan to design a security mecha-
nism that is more suited to distributed applications. We developed an approach to test
context-aware applications on mobile computers [13], but need to develop a method-
ology. We are interested in developing a methodology to test distributed applications
that are based on this new framework by using our new approach. We also proposed
a language to specify the itinerary of mobile software [16], which enables us to define
more flexible and varied policies to deploy components.
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Abstract. Our paper aims at proposing a framework that allows programmers 
to exploit the benefits of exception handling throughout the entire development 
chain of Java programs by modeling exception handling in the abstract UML 
statechart model of the application, enabling the use of automatic model check-
ers for checking the behavioral model for correctness even in exceptional situa-
tions, and utilizing automatic code generators for implementing the Java source 
of exception-aware statecharts.  

Keywords: Exception handling, UML, formal methods, model checking 

1   Introduction 

Using software exceptions has become the de-facto way for handling abnormal situa-
tions in software, especially since the introduction of the Java language, where excep-
tions are part of the language, libraries and frameworks. Despite of the popularity of 
this mechanism development methods usually do not enable the developers to be 
aware of exceptional situations throughout the entire development chain (modeling, 
model checking and implementation). 

When using the latest supported version of UML (1.5), the only way for modeling 
behavior in exceptional situations is the implicit use of the class and interaction dia-
grams [1] (for modeling the exception classes and their propagation respectively). The 
new major version of UML (2.0) introduces constructs for modeling exceptions in 
activity and sequence diagrams. There were several model-checking methods intro-
duced for validating event-driven behavioral specifications [2]. Although these meth-
ods are capable of processing most of statechart constructs, no comprehensive ap-
proach was proposed that enable the checking of behavior in exceptional situations. 

Since the implementation of complex event-driven behavioral logic specified by 
UML statecharts is labor intensive and error-prone, design patterns and code genera-
tion techniques were proposed [3, 4, 9] for automatically generating the control core 
just to be customized by the programmer (i.e., implementing the necessary actions, 
guard predicates etc.). Unfortunately these methods are not aware of exceptions: pro-
grammers can not use the normal exception handling mechanisms for indicating ab-
normal situations and initiating statechart-level handling mechanisms. 

According to our knowledge, although there exist solutions for important problems 
(e.g. [5, 6, 7, 10]), no general framework has been proposed that is capable of sup-
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porting the exception handling paradigm throughout the entire development chain i.e., 
modeling exceptions and the handling mechanism in UML statecharts, enabling the 
automatic model-checking of the exception-aware statecharts and automatically gen-
erating source code where the programmer is allowed to use the standard exception 
throwing facilities of the language for initiating statechart-level reaction to the excep-
tional situation. Our paper aims at filling this gap by (1) proposing a light-weight 
notation for expressing the occurrence and handling of exceptions in UML state-
charts, (2) discussing how to use the Extended Hierarchical Automaton notation 
(mathematical formalism used for model-checking statecharts) to enable the model-
checking of exception-aware statecharts and (3) presenting an implementation pattern 
for statecharts where programmers are enabled to use exceptions for indicating excep-
tional situations and initiating statechart-level reaction. Although our discussion fo-
cuses on Java the implementation can be ported to other languages. The organization 
of our paper corresponds to the questions answered by the approach: 

• How to represent exceptions in the behavioral model and how to handle them simi-
larly to programming language-level exception (e.g., try-catch-finally blocks, 
propagation etc.)? – On one hand the representation of programming language-
level exceptions in the statechart is achieved by catching the exceptions thrown in 
the programmer-written parts at the interfaces of the event dispatcher and trans-
forming them to exception events (i.e., ordinary events in the statechart that corre-
spond to exceptions). This approach assumes a callback-style framework organiza-
tion i.e., where the programmer-written parts are called as functions by the event 
dispatcher. On the other hand the most important organization ideas and benefits of 
try-catch-finally constructs can be elevated to the handling of exception events by 
applying the statechart organization pattern suggested in this paper (Section 2). 

• How to check the exception-aware behavioral model by legacy model checkers? – 
Since our approach does not modify the statechart semantics, legacy model check-
ers developed for statecharts are usable as discussed in Section 3. 

• How to implement exception-aware statecharts in Java? – Section 4 presents an 
implementation pattern for mapping behavioral models to Java source code. 

Having discussed the modeling and model checking issues and introduced the im-
plementation pattern the final section concludes the paper and presents the directions 
of our future research. 

2   Introducing Exceptions in the Abstract Behavioral Model 

In this section we identify the possible sources of Java language-level exceptions, 
propose a mechanism for transforming them to UML statechart events and introduce 
a pattern (statechart design convention) for handling the events in the statechart simi-
larly as exceptions are handled in Java programs. 

We model event-driven systems by using UML Statecharts. The State Machine 
package of UML [8] specifies a set of basic concepts (states and transitions) and sev-
eral advanced features (state hierarchy, orthogonal decomposition, history states etc.) 
to be used for modeling discrete behavior through finite state-transition systems. The 
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operational semantics is expressed informally by the standard in terms of the opera-
tions of a hypothetical machine that implements a statechart specification. 

The example discussed in this article is the traffic supervisor system in the crossing 
of a main road and a country road. The controller provides higher precedence to the 
main road, i.e., it does not wait until the normal time of switching from red to yellow-
red if more than two cars are waiting at the main road (the arrival of a car is indicated 
by a sensor). Cars running illegally in the crossing during the red signal are detected 
by a sensor and recorded by a camera. For simplicity reasons only the statechart dia-
gram of the light control of the main road is investigated here (Fig. 1). 
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Fig. 1. Statechart of the traffic light example 

2.1   Reflecting Programming Language-Level Exceptions 

The throwable classes (i.e., ones that can be thrown by the throw Java keyword and 
are directly or transitively derived from the Throwable class) can be grouped to three 
main categories: (1) descendants of the Error class are thrown by the virtual machine 
(VM) on encountering a very serious problem (e.g., internal data inconsistency); (2) 
classes derived from the Exception class are used for indicating exceptional situations 
in the application. Java programs usually throw and catch Exceptions. Since excep-
tions indicate primarily exceptional situations (i.e., ones that require some handling 
that is different from the normal execution flow) exceptions should not be considered 
as fault notifications only: it is completely normal to throw and catch some exceptions 
(especially interface exceptions) during the execution of a Java program. The only 
distinguished class directly derived from the Exception class is the (3) RuntimeExcep-
tion class that represents non-systemic issues (i.e., ones typically resulting from appli-
cation bugs like accessing objects by null reference) detected by the VM. 

2.2   Transforming Java Exceptions to UML Statechart Events 

Our goal is to support the modeling of exception handling using a modeling pattern 
based on the standard notation of statecharts. The prerequisite of this approach is to 
elevate exception handling to the abstraction level of statecharts by mapping excep-
tions thrown in actions (i.e. occurring in the VM or in the routines implemented by 
the application programmer) to events of the statechart. Accordingly, before present-
ing the modeling pattern, we will introduce this mechanism. 

Taking into consideration the implementation of a UML statechart the application 
code can be divided into two parts: the event handler engine that is responsible for 
coordinating the behavior according to the statechart specification and the routines 
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implemented by the application programmer (state entry and exit actions and actions 
associated to transitions, including all the libraries used by these routines). In this 
discussion and in the implementation pattern proposed at the end of the paper we 
assume a callback-style implementation [9] of the statechart (Fig. 2, left): actions are 
methods of Java classes (called action methods here) and the event handler engine 
calls them according to the statechart specification, the configuration and the current 
event. 
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Fig. 2. Left: Callback-style statechart implementation; right: dispatching an exception thrown 
by an action method and transforming it into an exception event 

In this point of view the interfaces of the action methods are the borders between 
the event handler engine and the programmer-written parts. Obviously the Java 
exceptions are to be used in the programmer-written routines as in any other applica-
tions without modifying the programming model but when reaching the event handler 
engine–action method interface they are to be caught since the propagation upwards 
the function call stack would destroy the normal operation of the event handler en-
gine. After catching the exception an appropriate event is to be inserted in the event 
processing queue. All this mapping is performed in the event handler engine. 

For example a safety criterion against the traffic controller can be to achieve a fail-
safe state after the failure of one of the lights by switching off the power of all the 
lights in the crossing. The fault is detected by the entry actions of specific states, e.g., 
the entry action of the Yellow state detects a short circuit, and the appropriate code 
section throws a LightErrorExc exception. This way when the event handler engine 
catches an exception after calling the function implementing the entry action of state 
Yellow it inserts a LightErrorExcEvt exception event in the queue (Fig. 2, right) 

This approach necessitates the discussion of two issues: (1) the transformation of 
exceptions to events should not interfere with the run-to-completion (RTC) semantics 
of the UML statechart specification and (2) the insertion of exception events in the 
queue should be compatible with the event queue semantics: 
• The RTC semantics of UML statecharts means that an event can only be dequeued 

and dispatched if the processing of the previous event is fully completed. Our ap-
proach meets this requirement since (i) the insertion of a new event in the event 
queue does not interrupt the processing of the current event and (ii) actions can be 
considered to be performed even if they throw an exception since the action meth-
ods can provide a cleanup routine in a finally block if necessary. 

• The UML standard does not restrict the dequeuing policy of the event dispatcher 
leaving open the possibility of modeling different priority schemes; in this point of 
view inserting an exception event in the head of the processing queue is an imple-
mentation of a priority scheme that provides high priority to exception events. 
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2.3   The Exception-Event Handling Pattern 

The following discussion introduces a modeling pattern (statechart organization pat-
tern) that enables the handling of exception events in a similar fashion as Java lan-
guage exceptions are handled in programs. The key concepts of the exception model 
in Java to be implemented in UML statecharts are as follows: (1) exception handling 
routines are separated from the regular code; (2) exceptions may be propagated up-
wards the control hierarchy until an appropriate handler is found and (3) groups of 
exceptions can be established by organizing them in a class refinement hierarchy. 

The exception event handling pattern introduces composite states similar to the try-
catch-finally blocks of Java programs. The TryBlock composite state encloses the 
normal operation to be carried out without having to handle exceptional situations 
(Fig. 3). The CatchBlock composite state contains substates that enclose the activity 
to be performed when handling specific exceptional situations. Transitions triggered 
by the appropriate exception events connect the TryBlock composite state to corre-
sponding substates of the CatchBlock composite state. The FinallyBlock composite 
state encloses the activities to be performed after the TryBlock regardless whether an 
exception event has been delivered or not; this is why transitions with empty triggers 
connect the TryBlock and CatchBlock composite states to FinallyBlock. 
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Fig. 3. The exception-event handling pattern 

On the left side of Fig. 3 a Java pseudo source fragment is presented while on the 
right side a UML statechart that performs similar behavior as the Java program (note 
that the source is not the implementation of the statechart, just an analogy). It is easy 
to see that following this pattern the behavior of the statechart will be analogous to the 
Java exception handling semantics and provides the same key benefits: 

• Since the exception handling routines are moved into composite states the separa-
tion from the normal behavior is even more visual than the catch blocks in Java. 

• Since states can be refined to any depth, the propagation of Java exceptions up-
wards the function call stack is analogous to recursively applying the pattern (e.g., 
refining the state tryOp1 in Fig. 3 in a similar fashion). If an exception event oc-

curs, it will trigger the transition at the deepest level of the hierarchy where a cor-
responding Catch state is defined (as the virtual machine invokes the catch block 
that corresponds to the function at the deepest level of the function call stack inter-
ested in handling the exception). In Fig. 4 the Called composite state is aware of 
only handling SpecExcEvt but since it is embedded in a structure that catches the 
more generic GenExcEvt exception event class, if a GenExcEvt exception event 
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occurs in Called, the event triggers the transition at the higher hierarchy level and 
the execution continues with the appropriate catch block. 

• Exception events can be organized into a class hierarchy similarly to Java excep-
tions. A restriction of our approach is that the order of catch blocks can not be rep-
resented in the statechart. This way one can not handle a generic exception event 
and an event derived from it at the same level of the statechart since according to 
the statechart semantics both transitions triggered by the exception events would be 
enabled resulting in a non-deterministic selection. 

The statechart of the traffic lamp (Fig. 1) after introducing LightErrorExcEvt ex-
ception event as the statechart-level representation of the LightErrorExc exception 
according to the exception-event handling pattern is shown in Fig. 5. 
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Fig. 5. Statechart of the traffic lamp after applying the exception-event handling pattern 

3   Model-Checking Exception Handling 

The Extended Hierarchical Automaton (EHA) notation is a well-elaborated represen-
tation of finite state-transition systems in a clear structure with formally defined se-
mantics enabling model checking (e.g., analysis of reachability, safety and liveness 
properties). Since EHA are capable of representing the key modeling constructs of 
statecharts (state hierarchy, concurrent decomposition, interlevel transitions etc.), 
automatic transformations were proposed for mapping UML statecharts to EHA [11]. 
The syntax and semantics of EHA is described in [2]. In the following a short infor-
mal overview is given mainly focusing on the representation of UML concepts. 

• An EHA consists of sequential automata which contain simple (non-composite) 
states and transitions. These states represent simple and composite states of the 

void called() throws GenExc {
try {

    tryop1;
    tryop2;
  } catch (SpecExc e) {
    catch1op1;
  }
}
void caller() {
try {

    called();
  } catch (GenExc e) {
    catch2op1;
  }
}
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Fig. 4. Propagation of exception events 
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UML model. States can be refined to any number of concurrently operating se-
quential automata. Composite states of the statechart can be modeled by EHA 
states refined to several automata representing one region each. A non-concurrent 
composite state is refined to only one automaton. 

• Transitions may not cross hierarchy levels. Interlevel transitions of the UML model 
are substituted by labeled transitions in the automata representing the lowest com-
posite state that contains all the explicit source and target states of the original tran-
sition. The labels are called source restriction and target determination. The source 
restriction set contains the original source states of the transition in the UML state-
chart while the target determination set enumerates the original target states. A 
transition is enabled if its source and all states in the source restriction set are ac-
tive, the actual event satisfies the trigger and the guard is enabled. On taking the 
transition the target and all states in the target determination set are entered. 

The EHA representation of the traffic light example after applying the exception 
event handling pattern (Fig. 5) is shown in Fig. 6. States of the statechart are mapped 
to EHA states. Concurrent and non-concurrent refinement is expressed by automata 
refining the appropriate states (the refinement is expressed by grey arrows in Fig. 6). 
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Fig. 6. Extended Hierarchical Automaton of the traffic light example 

The metamodel (graphical syntax) of EHA is presented in Fig. 7. 
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Fig. 7. Metamodel of Extended Hierarchical Automata 

The EHA representation, as an abstract syntax of UML statecharts, is a basis of 
automatic model transformation to model checker tools [2]. Since our approach for 
introducing exceptions into statecharts does not modify either the statechart syntax or 
the semantics, only two issues are to be solved for enabling the model checking of 
exception-aware statecharts by the EHA-based legacy model checkers. 
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The first problem is to decide how to represent the hierarchy of exception events in 
EHA models. One solution could be to add the generalizability feature to the EHA 
Event concept by introducing a self-association of the Event metaclass in the meta-
model, but this modification would require the corresponding modification of the 
EHA semantics and re-implementation of the EHA-based model checkers. In order to 
support legacy model checkers our approach is simply the following: if an event class 
E is refined to event classes R1, R2, …,RN, substitute all transitions triggered by E 
with a set of transitions triggered by the non-abstract event classes from the {E, R1, 
R2, …,RN} set. This way the only modification needed is to implement syntactic sub-
stitutions in the tools implementing the UML statechart–EHA transformation. 

The second problem is, that from the point of view of checking the behavior in ex-
ceptional situations the UML statechart model is open, since the sources of the events 
representing RuntimeExceptions (thrown by the Java virtual machine) and checked 
exceptions (thrown by routines written by the programmer) are missing. Accordingly, 
the model is to be closed by the verifier attaching a model of the run-time environ-
ment that generates exception events. (This step is required for model checking only.) 
In case of exhaustive analysis (i.e., when all possible interleaving of exceptions with 
normal events is considered) the generation of the model extension is a systematic 
process of inserting concurrent regions (where exception events are generated) to 
TryBlocks (where the exceptions are to be caught). The automatic implementation of 
this extension is a task of our current work. 

4   Automatic Generation of the High-Level Behavior 

This section presents our code generation pattern (Fig. 8) proposed for automatic 
implementation of behavioral models specified by EHA. Our goal was not only to 
present an approach that is capable of mapping the EHA behavior to the Java lan-
guage but we were concerned in reducing the impact of the code generation pattern on 
the programming model followed by the developer. The pattern does not require the 
implementation of any interfaces or deriving active application classes from any spe-
cific base classes. This is achieved by detaching the implementation of the EHA-
based behavior from the active application classes in the following way. 

The dynamic behavior is enclosed within stateless classes that are implementations 
of specific EHA (i.e., they contain the corresponding structure information and all the 
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Fig. 8. Classes of the implementation pattern 
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callback functions implementing the actions etc.). The actual application class (e.g., 
the TrafficLamp class in case of the example) is considered as the context of the be-
havior, i.e., the application class is provided as a function parameter for the behavioral 
classes for accessing application-specific variables etc. This approach also necessi-
tates active application classes to explicitly store the state configuration information 
since the classes implementing the behavior are stateless. 

The pattern of implementing the event handler engine is essentially an interpreter 
consisting of two parts: the base support classes are in the dynamic_behavior package 
while the classes to be automatically generated are in the generated package. 

From a structural point of view (how to represent EHA in Java) the classes EHA, 
Automaton, State, Transition and Event are the Java equivalents of the metaclasses of 
the EHA metamodel i.e., their instances and the associations between them are the 
mapping of the metamodel to the Java language. 

From the point of view of the application dynamics (how to insert Java code into 
actions guards etc.), the methods of these classes are the points where the abstract 
concepts (actions, guards etc.) are to be filled with concrete programming language-
level implementation: state entry and exit actions are methods of the State class 
(State.entryAction, State.exitAction) while the action associated to the transition and 
the guard predicate are methods of the Transition class (Transition.associatedAction, 
Transition.guard). Since actions and guards are specific to the concrete state and 
transition, these classes are abstract: their methods are to be implemented in the de-
rived (generated) classes. The current state configuration is represented by the Con-
figuration class that maintains associations to the currently active states. All active 
states exposing EHA-based behavior should contain an instance of this class. 

The interpreter is implemented by the EHA class. The entry points are the dis-
patchEvent and initialize methods. As discussed above the active application classes 
acting as the context of the operation are provided as generic (Object) parameters to 
the methods. The initialize method is used for initializing the configuration of the 
active object (i.e., taking the initial transition in the UML statechart terminology). The 
real event dispatcher is implemented by the dispatchEvent function. This function is 
called by the application class passing the event, the configuration and the reference 
to itself (i.e., to the application class acting as the context of the behavior) as function 
arguments. The dispatchEvent function first calls the collectEnabled function that 
traverses the association to the Transition instances (role allTransitions) and collects 
the enabled transitions, then removes from this set the transitions that are disabled by 
priority relations (Transition.disabling association) by calling the collectFireable 
method. The transitions selected for firing are performed during the execution of the 
corresponding calls to the fireTransition method; this involves (1) performing the 
state exit actions (i.e., calling the State.exit methods of states enumerated by the 
source association), (2) performing the action associated to the transition, (3) 
performing the state entry actions (i.e., calling the State.entry actions of states 
enumerated by the entered association), finally (4) updating the configuration. 

The interpreter catches the possibly occurring exceptions in the programmer-
implemented functions and transforms them to exception events. The language-
specific constructs (i.e., try-catch blocks in Java) are used here to enclose these func-
tions (see the upper left box with source code fragment in Fig. 2 right). 
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The interpreter functions do not need any modification with respect to the actual 
behavioral model. The really critical and error-prone parts (setting up the object struc-
ture expressing the EHA) are automatically created by the code generator. 

5   Summary and Future Work 

Our paper has proposed a framework that supports the entire development chain of 
programs that exploit the benefits of exception handling. The modeling of exceptional 
situations is introduced to statecharts by converting the possibly occurring exceptions 
to events and reacting to these events in a similar fashion like Java exceptions (i.e., 
try-catch-finally constructs) by organizing the statechart according to our proposed 
pattern. Since our approach does not require the modification of the statechart seman-
tics, legacy model checkers can be used for checking the behavior of the system even 
in presence of exceptions. Finally we presented our implementation pattern for source 
code-level instantiation of exception-aware statecharts as applied in our prototype 
code generators. In the near future we would like to apply our exception handling 
scheme for reacting to behavioral errors detected by our previously published fault 
detection techniques based on statechart monitoring and run-time checking of tempo-
ral logic specification. 
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Abstract. MoCha is an exogenous coordination middleware for dis-
tributed communication based on mobile channels. Channels allow ano-
nymous, and point-to-point communication among nodes, while mobility
ensures that the structure of their connections can change over time in
arbitrary ways. MoCha is implemented in the Java language using the
Remote Method Invocation package (RMI) [15]. In this paper we promote
the use of mobile channels for P2P applications and show the benefits of
the MoCha middleware.

1 Introduction

Today, a big percentage of the Internet traffic is generated by file-sharing ap-
plications. Most applications of this kind are based on a so called peer-to-peer
(P2P) network. P2P networking refers to a class of systems, applications and
architectures that employ distributed resources to perform any kind of task in
a decentralized and self organizing way[11]. The popularity of P2P networks
originates from the introduction of the Napster[5] application in the year 2000
and it is continued by many other P2P file-sharing applications like Kazaa[12],
BitTorrent[4], and many clients of the Gnutella network[9].

P2P networks are often put in contrast with client/server networks. That is
because in many network architectures each process on the network is either a
client or a server: servers are processes dedicated to specific tasks like managing
of disk drives, printers, or network traffic, whereas clients are processes that rely
on servers for resources. The clients themselves do not share any resources. In
a peer-to-peer architecture each node is both a client and a server at the same
time. Therefore, the nodes are said to be equal. They have equivalent responsi-
bilities, enabling applications that focus on collaboration and communication in
a decentralized and self organizing way. Features of a peer-to-peer architecture
include a better distributed network control, high availability through the exis-
tence of multiple peers in a group, and the possibility of dynamic exchange of
information about the network topology.

The flexibility of P2P network architectures is increased by infrastructures
that (1) allow making connections between distributed nodes across several het-
erogeneous platforms and operating systems, that (2) enable nodes to establish
anonymous connections between them, that (3) provide some kind of mechanism
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for easy dynamic reconfiguration of the network topology, that (4) provide ex-
ogenous coordination by letting the creator of the connection choose between
a synchronous or an asynchronous type, and that (5) offer a clear and easy
high-level API for P2P applications.

Such an infrastructure is the MoCha middleware[6]. In this paper we show
and discuss the advantages of using MoCha for P2P applications. In the next
section we give a short description of MoCha and its general concepts. Next,
in section 3, we present an example of the two major types of P2P networks
and how to implement them with MoCha. Finally, in section 4, we end with
conclusions and related work.

2 MoCha

MoCha is an exogenous coordination middleware for distributed communication
and collaboration using mobile channels as its medium. In this section we first
introduce the general notion of a mobile channel and discuss its major features.
Then, we give a set of mobile channel types supported by MoCha. Finally, we
present MoCha’s application programming interface (API).

SinkSource B
Writes Reads

Channel

A

Node Node

Fig. 1. General View of a Channel

2.1 Mobile Channels and Their Features

A channel, see figure 1, consists of two distinct ends: usually (source, sink) for
most common channel-types, but also (source, source) and (sink, sink) for special
types. These channel-ends are available to the processes that constitute a node.
Processes can write by inserting values to the source-end, and read by removing
values from the sink-end of a channel; the data-flow is locally one way: from a
process into a channel or from a channel into a process.

Channels are point-to-point, they provide a directed virtual path between
the nodes involved in the connection. Therefore, using channels to express the
communication carried out within a system is architecturally very expressive,
because it is easy to see which nodes (potentially) exchange data with each
other. This makes it easier to apply tools for analysis of the dependencies and
data-flow.

Channels provide anonymous connections. This enables P2P client applica-
tions to exchange messages with other applications without having to know where
in the network those other applications reside, who produces and consumes the
exchanged messages, and when a particular message was produced or will be
consumed. Since the applications do not know each other, it is easy to update or
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exchange any one of the nodes without the knowledge of the node at the other
side of the channel.

The ends of a channel are mobile. We introduce here two definitions of mo-
bility: logical and physical. The first is defined as the property of passing on
channel-end identities through channels themselves to other nodes in the sys-
tem; spreading the knowledge of channel-ends references by means of channels.
The second is defined as physically moving a channel-end from one location to
another location in a distributed system, where location is a logical address space
where node processes execute. Both kinds of mobility are supported by MoCha.

Because the communication via channels is also anonymous, when a channel-
end moves, the node at the other side of the channel is not aware nor affected by
this movement. Mobility allows dynamic reconfiguration of channel connections
among the component nodes in a system, a property that is very useful and even
crucial in systems where the components themselves are mobile. A component is
called mobile when, in a distributed system, it can move from one location (where
its code is executing) to another. Laptops, mobile phones, and mobile Internet
agents are examples of mobile components. The structure of a system with mobile
components changes dynamically during its lifetime. Mobile channels give the
crucial advantage of moving a channel-end together with its component, instead
of deleting a channel and creating a new one.

Channels provide transparent exogenous coordination. Channels allow several
different types of connections among nodes without them knowing which chan-
nel types they are dealing with. Only the creator of the connection knows the
type of the channel, which is either synchronous or asynchronous. This makes it
possible to coordinate nodes from the ‘outside’ (exogenous), and, thus, change
the systems behavior without changing the nodes.

2.2 Channel Types Supported by MoCha

MoCha supports eleven types of channels. Here we give a short description of
five representative channel types. For more details and the remaining channel
types we refer to the MoCha manual [6].

– Synchronous channel. The I/O operations of the two ends are synchronized.
A write on the source-end can succeed only when simultaneously a take
operation is performed on the sink-end, and vice-versa. A take operation is
the destructive version of the read operation.

– Lossy synchronous channel. If there is no I/O operation performed on the
Sink channel-end while writing a value to the Source-end, the write operation
always succeeds but the value gets lost. In all other cases, the channel behaves
like a normal synchronous type.

– Filter (synchronous) channel. The Filter channel behaves like a synchronous
type. However, values that do not match the channel’s pattern are filtered
out (lost). Write operations where the value is filtered out of the channel
have no influence on, nor are they influenced by, take operations that are
performed on the same channel.
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– Asynchronous unbounded FIFO channel. The I/O operations performed on
both channel-ends are done in an asynchronous way. Values written into the
Source channel-end are stored in the channel in a FIFO distributed buffer
until taken from the Sink-end.

– Asynchronous bounded FIFO (FIFO n) channel. This channel behaves in the
same way as the unbounded FIFO one, except that is has a capacity of n
elements. If the channel is full a write operation has to wait until an element
is taken out of the channel first.

2.3 MoCha’s Implementation and API

MoCha is implemented in the Java language using the Remote Method Invocation
package (RMI) [15] and comes in three different flavors: MoCha, easyMoCha and
chocoMoCha.

easyMoCha ChoCoMoCha

Java Remote Method Invocation

MoCha

P2P Application

Fig. 2. The MoCha Middleware

As indicated in figure 2, MoCha is the basic package build upon the RMI
layer. MoCha contains all the features needed to properly work with channels.
However, non-experts find it difficult to work with this basic package due to
two reasons. One is that the user interface is rather short and meant for expert
programmers. The other reason is that in this basic MoCha package dangling
references may occur due to channel-end movement. This means that the user has
to write its own protocol for dealing with these invalid channel-end references.
This is our intention since the choice for a particular protocol depends on the
kind of system one wants to build. For non-experts or people who simply do
not want to be concerned with such things we have developed easyMoCha. This
layer is build on top of MoCha and has all the features of plain MoCha plus: a
more richer and easier to use interface, and a build-in protocol for taking care of
invalid channel-end references. We have also developed a package that has more
or less the same features as easyMoCha but with the addition that nodes have
to first successfully connect to a channel-end before being able to use it. We call
this package chocoMoCha (channel connection MoCha).

The middleware has a clear and easy high-level application programming
interface (API). In figure 3 we list the main classes of MoCha with their most
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method parameters return description

MoChaLocation: MoCha needs a location that points to a particular IP and Virtual Machine.

constructor () void creates a location.

equals (MoChaLocation loc) boolean compares the given location with this one.

SourceEnd: The source-end of a channel.

write (Object element) void writes data or a channel-end reference.

SinkEnd: The sink-end of a channel.

read (void) Object reads an element and leaves it in the channel.

take (void) Object destructive version of read.

ChannelEnd: An abstract class implemented by Source- and Sink-end.

move (MoChaLocation loc) void moves channel-end to loc.

equals (ChannelEnd ce) boolean compares the ce with this one.

equalsChannel (ChannelEnd ce) boolean does ce belong to the same channel?

empty (void) boolean is the channel empty?

full (void) boolean is the channel full?

MobileChannel: An instance holds two ChannelEnd references.

constructor (MoChaLocation loc, String type) void creates a new channel.

Fig. 3. MoCha API

important operations: create channel, write, read, take, and move. Full API de-
tails can be found in [6] and at the MoCha web page (http://homepages.cwi.
nl/∼juan/MoCha/).

3 P2P Applications on Top of MoCha

In this section we show the advantages of using MoCha for P2P applications.
We discuss the two current architecture types for P2P networks. These are the
hybrid and the pure P2P network architectures as defined in [11]. We explain
how to implement both P2P architectures using mobile channels by giving an
example of each them.

In a hybrid P2P network there is always a central entity necessary that pro-
vides parts of the offered network services. Such a central entity is often regarded
as a server in the traditional way. However, the definition of a hybrid P2P ar-
chitecture is not equal to the one of the client/server architecture; All the nodes
of the first potentially share resources, while the clients of the second do not.

Figure 4 shows a hybrid P2P network that uses mobile channels for con-
nections between its nodes. This network example is similar to the one of the
Napster application[5]. Each application node has a set of resources to share
among the other nodes of the network. However, an application node does not
know any other nodes, nor the resources these other nodes are sharing. Instead,
an application node connects to a central index server that contains a list of all
the resources available from all the nodes connected to it. Once a node receives
a list of resources from the server and requests a particular resource, the server
arranges a connection between the requesting- and the providing-node.
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Fig. 4. A Hybrid P2P Network

class P2PApplicationNode
P2PApplicationNode (SourceEnd ce)

requestSource = ce;
location = new MoChaLocation();
connection = new MobileChannel(location,"Synchronous");

connect()
// connection.ce1 = source-end
// sharelist = list of resources we share.
if (!connection.ce1.full()) {

Message msg = new Message("Joining network", connection.ce1, shareList);
requestSource.write(msg); }

else { // find another server or try later. }
getResource(String resource)

// connection.ce2 = sink-end
Message msg = new Message("Request", resource, connection.ce1);
requestSource.write(msg);
while(!finished) {

msg = connection.ce2.take();
result.add(msg); } //done

class centralizedIndexServer
centralizedIndexServer()

location = new MoChaLocation();
request = new MobileChannel(location, "FIFO 100");

void performConnect()
msg = request.ce2.take(); // request.ce2 = sink-end
shareList.add(msg.shareList, msg.source);
msg.source.move(location); // move conn. chan. source-end to us.
msg.source.write(new Message("Connected to server"));

void performGetResource()
msg = request.ce2.read(); // request.ce2 = sink-end
Node tmp = shareList.getRandomNodeWith(Resource);
msg.source.move(node.location); // move conn. chan. source-end to resource node.
tmp.source.write(msg); // msg already contains target SourceEnd.

Fig. 5. Partial Abstract Java Code of a Hybrid P2P Network

Implementing this example in MoCha is fairly easy. In figure 5 we show the
most important methods of a possible implementation. Figure 4 shows a snap-
shot of our example network. The server has several request channels. The sink-
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ends of these channels are kept private by the server and are meant for reading
requests. However, the source-end references are known to all the application
nodes in order for them to write requests to these channels. Since, in our example,
the server is always on-line the nodes get a source-end reference at their creation,
see their constructor method. Each application node has a connection channel
meant for receiving data from the outside world, it does so by reading from the
sink-end of this channel. The nodes spread the reference of the source-end to the
server when connecting to it, as specified in the method connect. Suppose that
node A is in the process of connecting to the server, then node B represents the
resulting state. The server moved the source-end to its location and wrote an
acknowledgment message back.

At some point in time node B requests a resource, see the getResource
method. The server, in response, reads the request but it does not take it out
of the channel, see the performGetResource method. Instead, the server looks
randomly for a node that has the requested resource and moves the connection
source channel-end to the found application node. This is the state represented
by the nodes D and C. Node C receives a resource request from the server that
was written by node D. The request remained in the channel unaffected by the
channel-end move and without node D begin aware of it. Since the request also
contains the target source-end, node C writes the data to it. However, it does
not know that node D is receiving the data, nor does node D know that it is
getting the requested data from node C. Therefore, the connection is completely
anonymous.

To illustrate the advantage of exogenous coordination: we chose the types
of the request channels and the connection channels to be respectively asyn-
chronous FIFO and synchronous. However, we could choose other channel types
as well, if desired. For example, we can make the request channels to be of type
synchronous. This way, we get a different system behavior with the big advan-
tage of not having to change, nor re-compile, the code of the application nodes.
Moreover, the nodes don’t even know with what kind of channel type they are
dealing with.

A pure P2P network has no central entity, it is completely decentralized.
Figure 6 shows a pure P2P network that uses mobile channels for connections
between its nodes. This network example is similar, but not entirely the same,
to the Kazaa network[12]. Actually, the implementation of this example is also
similar to the one of the hybrid network example. That is why, due to space lim-
itations, we do not present any code for this example. Most of the functionality
is already given in figure 5.

Instead of having a fixed central server, we now have supernodes. A supernode
is a normal application node, but at the same time it performs some of the tasks
of the server in the hybrid example; it keeps a resource-list of the connected
clients, and it arranges connections between the different connected nodes in the
same manner as the server did. For legal reasons, the nodes cannot share any
resources of the supernode they are connected too, and vice-versa.
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A supernode itself is a normal node connected to another supernode. Any
node can become a supernode and back to normal depending on the network
state and heuristics. This means that nodes need a dynamic list of supernode
source-ends, for if the supernode they are connected to becomes unavailable. To
keep its list updated a node can request source-end references of neighbor nodes
from its supernode. However, to keep network traffic down, a node can connect
to only one supernode at the same time.

In figure 6 nodes E and I are connected to supernode D, nodes C, D, G and
H are connected to supernode F, node A is connected to supernode C, and node
B is not connected to any supernode. In this snap-shot nodes E and I are the
only ones involved in resource transfer; node E is writing data to the connection
channel of node I. The anonymous connection between the two nodes is made by
supernode D in the same way as the index server in the hybrid network example.

In this pure P2P network the topology changes more than the one in the pre-
vious example. This more dynamically changing network example clearly shows
the benefits of the mobility feature of MoCha’s channels. Instead of creating and
deleting channels every time a topological change occurs, we just simply move
its ends to other nodes. When moving one end, the nodes using the other end of
the channel are not even aware of the channel-end movement.

Just like in the previous example, we can change the network’s behavior by
choosing different types for the channels between the nodes. All of this is done
in an exogenous way.

4 Related Work and Conclusion

In this paper we introduced and promoted the use of the MoCha middleware
for P2P networks. The examples in section 3 showed the advantages of using
MoCha for both a centralized and a decentralized P2P network. The advantages
include, (1) the mobility of channel-ends to cope with dynamic changes in the



76 Juan Guillen-Scholten and Farhad Arbab

network. (2) The anonymous connections between nodes, that makes it possible
to share resources without the involved nodes knowing each other. (3) The exoge-
nous coordination feature, that provides different system behavior by choosing
different channel types, without changing the entities using the channel. And,
finally, (4) the high-level API, that makes it more easy to implement, update,
and dynamically changing P2P networks.

The MoCha middleware is primary designed to provide a separation of con-
cerns between the computational and the coordination aspects of distributed
systems in general. In this paper we want to show how P2P systems benefit
from MoCha. Especially P2P systems where coordinated anonymous exogenous
connections are desired. However, our middleware provides only a coordination
mechanism (mobile channels) and does not provide certain P2P services like
searching for particular data, load balance, and indexing. The second generation
of P2P middleware offers a complete package for such systems. Well-known mid-
dlewares are Chord [13], Pastry [10], Tapestry [16], and CAN [8]. They all provide
means for locating nodes and data in the network, as well as efficient and scalable
routing protocols of messages. However, they do not provide explicit (exogenous)
coordination between the nodes. Therefore, designers using these middlewares
can still profit from MoCha by making prototypes of their systems using mo-
bile channels to explicitly show the coordination aspects of these systems. Later
they can implement MoCha’s mobile channels in these second generation P2P
middlewares (if desired).

Shared data spaces are another kind of coordination mechanism. With this
mechanism nodes read and write values, usually tuples like in Linda [3], from
and to a shared space. The tuples contain data, together with some conditions.
Any nodes satisfying these conditions can read a tuple; tuples are not explicitly
targeted. In [2] an infrastructure for P2P networks is suggested using the Linda
middleware Lime [7]. However, we think that for most P2P networks it is more
efficient to use MoCha’s point-to-point channels than the centralized shared data
spaces.

MoCha relates to the JXTA project [14]. The JXTA middleware provides
a set of protocols that have been designed for ad hoc, pervasive, and multi-
hop peer-to-peer network computing. The JXTA protocol most closely related
to MoCha is the Pipe Binding Protocol. In contrast to MoCha channels, pipes
provide the illusion of a virtual in and out mailbox that is independent of any
single peer location, and network topology (multi-hops route).

MoCha strongly relates to Reo[1], an exogenous coordination language where
complex channel connections are compositionally build out of simpler ones. Reo
provides high-level connection specifications whose semantics are independent of
the entities using the connection.
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Abstract. Current mainstream software engineering methods rarely consider 
dependability issues in the requirements engineering and analysis stage. If at all, 
they only address it much later in the development cycle. Concurrent, distrib-
uted, or heterogeneous applications, however, are often deployed in increas-
ingly complex environments. Such systems, to be dependable and to provide 
highly available services, have to be able to cope with abnormal situations or 
failures of underlying components. This paper presents an overview of the 
software development approaches that address dependability requirements and 
other non-functional requirements like timeliness, adaptability and quality of 
service. Software development methods, frameworks, middleware, and other 
proposed approaches that integrate the concern of fault tolerance into the early 
software development stages have been studied. The paper concludes with a 
comparison of the various approaches based on several criteria. 

1   Introduction 

Due to the increasing responsibilities and number of requirements that modern appli-
cations have to address, the average complexity of software systems is growing. 
Elaborate user interfaces, multi-media features or interaction with real-time devices 
require software to respond promptly and reliably. Situations such as node failures, 
network partitions, overloaded resources, irregular load, component failures, hetero-
geneity, abnormal behavior of subsystems or the environment, and also software de-
sign faults must be handled in order to provide highly available services. 

Surprisingly enough, dependability and fault tolerance are not addressed by current 
mainstream software engineering methods. In general, dependability and fault toler-
ance are considered “non-functional” requirements, and therefore considered too late 
during the development of an application. Ad-hoc solutions that try increase depend-
ability by adding fault tolerance once the main functionality of the system has been 
implemented often result in complex system structure, hard-to-maintain code and 
poor performance.  

This paper summarizes the results of a survey of specialized software development 
methods, frameworks, middleware, software architectures, and other approaches that 
assist developers in producing dependable software. Dependability can be attained by 
fault prevention, fault removal, fault tolerance1 and fault forecasting [3]. The investi-

                                                           
1  An overview of software fault tolerance techniques can be found in [36]. 
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gation focuses on the non-functional requirements that are part of dependability, i.e. 
availability, reliability, safety, security, and maintainability [2], but also timeliness, 
which includes responsiveness, orderliness, freshness, temporal predictability and 
temporal controllability [29]. Adaptability, i.e. the need to remain functional even 
when modifications are carried out in the system, is also considered. In addition the 
review includes, for each approach, its application environment, the covered failure 
domain, and what fault tolerance techniques, if any, have been incorporated into the 
process.  

The approaches presented in this paper are structured into three categories. Sec-
tion 2 reviews software development methods. Section 3 discusses software architec-
tures, middlewares and frameworks. Section 4 presents other approaches that propose 
notations or consider elements that help in the development of dependable systems. 
Finally, Section 5 presents a comparison of the surveyed approaches. 

2   Software Development Methods 

Software development methods define a step-by-step process that leads a developer 
from the elaboration of an initial requirements document, over analysis, architecture 
and design phases through to the final implementation. 

2.1   HRT-HOOD 

HOOD (Hierarchical Object-Oriented Design) [32] is an architectural design method 
developed by the European Space Agency in 1987, with Ada as the target program-
ming language. HRT-HOOD (Hard Real-Time HOOD) [9] was later developed to 
addresses issues of timeliness in the early stages of the development process, with 
explicit support for common hard real-time abstractions. HRT-HOOD introduces 
cyclic and sporadic type objects to take into account timing properties of real-time 
systems. These objects are annotated with information about the period of execution, 
minimum arrival time, offset times, deadlines, budget times, worst-case execution 
time (WCET), and importance. HRT-HOOD uses exceptions to handle timing faults. 
The coding language should have support available to program recovery handling. In 
cases of sporadic objects, method invocation should be monitored in order to prevent 
early execution or overly high invocation frequency.  The method does not provide 
fault-tolerance support or ways of identifying the mentioned non-functional require-
ments, but focuses on how to integrate them into the design phase. The STOOD tool 
supports real-time software development based on the HOOD (version 4) and HRT-
HOOD method. 

2.2 The OOHARTS Approach 

Object-Oriented Hard Real Time System (OOHARTS) [35] is a process for develop-
ing dependable hard real-time systems. It is based on UML and the hard real-time 
constructs of HRT-HOOD. Various extensions to UML are proposed, e.g. stereotypes 
such as <<cyclic>>, <<aperiodic>>, <<protected>>, <<passive>>, and <<environ-
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ment>> to describe different real-time objects. A special form of UML state diagram 
called Object Behavior Chart (OBC) is used to define object behavior.  It provides 
means for representing timing constraints like deadline and period. The UML concur-
rency attribute, which can be sequential, guarded, or concurrent, is extended to in-
clude <<mutex>> (mutual exclusion), <<wer>> (write execution request), and 
<<rer>> (read execution request). 

The OOHARTS method follows the traditional software development phases. Both 
functional and non-functional requirements are specified in the requirements defini-
tion phase. It introduces an additional phase in the HRT-HOOD software develop-
ment life cycle, hard-real time analysis, which provides a framework for defining the 
structure and behavior of hard real-time systems using UML and the new extensions 
defined [35]. 

2.3   Extension of the Catalysis Method 

In [31], a fault-tolerant software architecture for component-based systems based on 
the idealized fault-tolerant component (IFTC) [38][44] is proposed. The architecture 
can handle software faults, providing higher levels of dependability. 

Based on this work, [45] proposes a way of incorporating exception handling and 
error recovery into the Catalysis [17] process. At the requirements level, exceptional 
behavior, which includes recovery scenario and failure scenario, is added to use-case 
specifications in a formal manner. The system is structured with IFTC and the propa-
gation of exceptions is clearly modeled. In the next phase, collaborations are derived 
from the use-cases. Pre- and post conditions are mapped to actions, which include 
refinements of the defined exceptions. A template is used to describe the collabora-
tion, and class hierarchies of normal and exceptional behavior are produced. Follow-
ing the design, ways to move on to implementation are suggested.  

2.4   The KAOS Approach 

The KAOS framework [22] provides a goal-oriented approach for requirements mod-
eling, specification, and analysis, which address both functional and non-functional 
requirements. Three types of non-functional goals are considered: quality-of-service, 
development, and architectural constraints. These goals address the need for safety, 
security, usability, performance, interoperability, accuracy, maintainability, reusabil-
ity, and issues of distribution, and physical and logical organization. Exceptional 
behavior, defined as obstacles, is also addressed during requirements engineering 
[48]. Goals and obstacles are expressed in a formal language. Based on this frame-
work, Lamsweerde has proposed a method in [49] for deriving the software architec-
ture from the requirements. To begin with, the software specification is developed 
from the requirements, which is then used to build the architectural design. The de-
sign evolves with recursive refinements, which consider constraints and non-
functional goals. The refinement is pattern-based; Figure 1 for example shows how to 
introduce reliable communication by means of replication. The KAOS approach is 
supported by the GRAIL tool [22]. 
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Fig. 1. Architectural refinement pattern for a QoS goal [49] 

2.5   The B Method 

The B formal method [1] covers the development process from the specification to the 
implementation phase and is based on a mathematical model of set theory and first 
order logic. The B method mainly comprises two activities: writing formal texts and 
proving the texts. The process evolves from specification to coding using a series of 
refinements. The methodology has been used for developing error-free software for 
critical systems by focusing on traceability of safety-related constraints [10]. The 
method is supported by the tools B-Toolkit and Atelier-B. Modeling tools (B4free), 
editors, and parsers are also available for B. 

3   Fault Tolerance Frameworks and Middleware 

This section reviews software architectures, middlewares and frameworks. Software 
architectures do not offer any methodological support, but instead provide a structure 
(usually hardware design) based on which applications can be built. Middleware is 
software that is used to integrate heterogeneous software applications or products 
efficiently and reliably in a distributed computing environment. It is the middle layer 
between the application program and the platform and provides abstractions necessary 
for interfacing. A framework is an environment composed of software components 
that can be tailored according to the needs of the application being developed. Finally, 
a middleware framework is a structure that offers users multiple middleware styles 
that can be customized for application as well as device constraints. 

3.1   TARDIS 

The Timely and Reliable Distributed Information Systems (TARDIS) project [8] 
was initiated in 1990, and is targeted towards avionics, process control, military, and 
safety critical applications. The proposed framework addresses non-functional re-
quirements (dependability, timeliness, and adaptability), and implementation con-
straints from the early stages of software development. In the architectural design 
phase, issues of choices are addressed, for example, between replication and dynamic 
reconfiguration for improving reliability. The framework is generic, and does not 
impose any software design methods or languages on the developer. 
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The initial proposal, however, was not completed. The project continued with fo-
cus on development of real-time systems. [28] discusses the architectural design of 
non-functional requirements related to real-time issues using the specification lan-
guage Z and RTL (Real-Time Logic). Detailed design using TARDIS is considered in 
[7][28]. According to [28], the TARDIS framework can also be applied to the design 
of systems where non-functional requirements like reliability, security, safety, fault 
tolerance, and system reconfiguration need to be satisfied.  

3.2   TIRAN 

TaIlorable fault toleRANce frameworks for embedded applications (TIRAN) 
[20] is a European Strategic Program for Research in Information Technology 
(ESPRIT) project completed in October 2000. The primary goal of the project was to 
develop a software framework to provide fault tolerant capabilities to embedded 
automation systems. The framework, to reduce development costs, aims to solve 
problems in fault-affected applications by considering error detection, isolation and 
recovery, reconfiguration and graceful degradation. It considers physical and design 
faults in the permanent, temporary omission and byzantine failure domains.  

The framework provides a library of basic tools implementing fault tolerance 
mechanisms like watchdog, distributed memory, local voter, output delay, stable 
memory, distributed synchronization and time-out management. A control backbone, 
which functions as a middleware, extracts information about the application’s topol-
ogy, its progress and its status. It maintains this information in a replicated database 
and coordinates fault tolerance actions at runtime via user-defined recovery strategies. 
A domain-specific language named ARIEL was developed as part of the project to 
configure the basic tools and to specify the recovery strategies.  More information 
about ARIEL can be found in [20]. 

TIRAN provides the users of the framework with a methodology for collecting, 
specifying, and validating fault tolerance requirements, with a characterization of 
framework elements, and guidelines for using the framework. The specification of 
fault tolerance is based primarily on UML package diagrams and class diagrams, and 
TRIO (Tempo Reale ImplicitO) temporal logic, a language that has been developed 
by ENEL (Italy’s largest power distributer) specifically for real-time systems. The use 
of the methodology has been experimented on a pilot application, a primary substa-
tion automation system, and is discussed in [18][25]. 

3.3   DepAuDE 

Dependability for embedded Automation systems in Dynamic Environments with 
intra-site and inter-site distribution aspects (DepAuDE) [24] is an IST (Information 
Society Technologies) project partially based on TIRAN completed in 2003. It has 
been developed primarily for two target application areas: monitoring/control of en-
ergy transport and distribution, and distributed embedded systems.  

The DepAuDE framework provides “a methodology and an architecture to ensure 
dependability for non-safety critical, distributed, embedded automation systems with 
both IP (inter-site) and dedicated (intra-site) connections” [21]. The methodology 
support is similar to that outlined in TIRAN, but includes inter-site communication 
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features for specification, validation, and modeling of requirements. It also adds sup-
port for quality-of-service (QoS) levels. Furthermore, the DepAuDE framework has 
been applied on the pilot applications to evaluate and show the feasibility of the 
framework. 

3.4   EFTOS: FT Approach to Embedded Supercomputing 

Embedded Fault-Tolerant Supercomputing (EFTOS) is an ESPRIT project completed 
in 1998, targeted towards industrial process-control, real-time applications, and em-
bedded systems. It aims to provide a middleware framework to implement fault-
tolerance to make embedded supercomputing applications more dependable. 

Similar to TIRAN, EFTOS also follows a layered approach comprising of basic 
fault-tolerance tools and mechanisms, a backbone, and a high-level recovery language 
for specifying recovery strategies [23]. The FT tools provided include a watchdog 
timer, a trap handler for exception handling, an atomic action tool, assertions, and a 
distributed voting mechanism.  

3.5   Middleware Architectures 

DCE (Distributed Computing Environment), DCOM (Distributed Component Object 
Model), Java RMI (Remote Method Invocation), and CORBA (Common Object 
Request Broker Architecture) are general middleware that have limited fault tolerance 
support, like mechanisms for replication and time-outs [46]. TAO (The ACE ORB) 
implementation of CORBA supports fixed-priority real-time scheduling. Electra, 
another CORBA implementation, provides fault-tolerance with object replication. 
Real-time CORBA 1.0 supports QoS with standard policies and techniques [46]. 
CORBA also defines a transaction service (OTS). 

Chameleon is an adaptive infrastructure, which supports multiple fault-tolerance 
strategies in a networked environment. Chameleon uses reliable agents that support 
user-specified levels of fault-tolerance. It considers satisfying dependability in terms 
of availability. With some additional features, chameleon can be used for real-time 
applications [19][4].  

ROAFTS is a middleware architecture providing real-time object-oriented adap-
tive fault-tolerance support. ROAFTS offers fault-tolerance schemes that can be ap-
plied to both process-structured and object-structured distributed real-time (RT) ap-
plications. These schemes are used to tolerate processor faults, communication link 
faults, interconnection network faults, and application software faults. ROAFTS is 
meant for implementation on COTS (Commercial Off-The-Shelf) and guarantees RT 
fault-tolerance when required [19][37]. 

FRIENDS (Flexible and Reusable Implementation Environment for your Next 
Dependable System) is a software architecture, which provides fault-tolerance and 
limited security support. It is built on subsystems and libraries of meta-objects. There 
is a fault-tolerance sub-system that incorporates fault-tolerance mechanisms for error 
detection, failure detectors, replication, reconfiguration, and stable storage. It does not 
provide specific support for real-time and quality-of-service requirements [19][27]. 

AQuA (Adaptive Quality of Service for Availability) is an adaptive architecture 
for building dependable distributed systems. Fault tolerance is provided by Proteus, a 
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dependability manager integrated into the architecture. Fault tolerance support is 
given to CORBA applications with replication of objects, and different levels of de-
sired dependability and quality-of-service are provided. AQuA is capable of handling 
crash failures, value faults, and time faults. It incorporates means for detecting errors,  
treating faults, and reliable communication [19][14]. 

3.6   Software Architectures 

Some architectures considering fault-tolerance and other dependability attributes 
worth mentioning are discussed below. Because of space constraints, it was not possi-
ble to describe them in details. 

Delta-4 [5], an ESPRIT project, provides an open architecture for development of 
dependable distributed real-time systems. Delta-4 tolerates hardware failures with 
hardware and software redundancy, and also supports active and passive replication 
of software components residing in homogeneous computers. Voting mechanisms and 
systematic and periodic strategies for check-pointing are provided. 

MAFTIA (Malicious and Accidental Fault Tolerance for Internet Applications) is a 
European Union project completed in 2003 and is said to be the first project to ad-
dress the need to tolerate malicious and accidental faults in large-scale distributed 
systems [39]. 

GUARDS (Generic Upgradeable Architectures for Real-Time Dependable Sys-
tems) [41] is an ESPRIT project aiming to provide methods, techniques, and tools for 
design, implementation, and validation support in safety-critical real-time systems. 

MARS (Maintainable Real-Time System) [43] is an architecture specialized for 
time-triggered applications, and addresses fault-tolerance with active replication 
means and other hardware FT measures to satisfy hard real-time requirements. 

3.7   Other Frameworks 

This section presents some software frameworks that were came about to aid in de-
velopment of dependable systems. 

HIDE (High-level Integrated Design Environment for Dependability), an ESPRIT 
project, addressed the need for early validation of UML-based design [6]. In [12], 
Chin proposes an approach, as part of HIDE, to extend UML towards a useful OO-
Language for modeling dependability features. It provides abstractions to incorporate 
common dependability requirements in the UML model. 

Aurora Management Workbench provides a software framework for developing re-
liable, scalable, and configurable distributed applications [10]. 

DOORS is a framework developed to provide support for building fault-tolerant 
applications in CORBA [30]. 

4   Other Related Work 

This section reviews work that addresses the need to integrate dependability require-
ments in the model specifications.  
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4.1   Developing Safety Critical Systems with UML 

It is crucial when developing safety-critical systems to consider means to achieve the 
highest level of dependability. In [33], a technique is presented which is based on 
using the UML extension mechanisms to incorporate safety requirements in a UML 
model. The mechanisms consider crash/performance failures and value failures which 
may cause message loss, delay, or corruption. For example, the stereotype <<risk>> 
can be used to describe a risk that arises in the physical level with the tag {failure} 
and <<error handling>> provides an object for handling errors in the subsystem level 
and is associated with the tag {error object}. The approach also considers analyzing 
the UML model with a prototypical XMI-based tool to check if it satisfies the re-
quirements [33]. The approach considers non-functional requirements during the 
design phase in terms of safety. Jürgens has also proposed using UML to develop 
security-critical systems in [34]. Previously, he has also, in collaboration with others, 
described some approaches for systems development using UML, which consider 
various criticality requirements.  

4.2   A Framework for Integrating Non-functional Requirements   
  into Conceptual Models 

In [15], an interesting approach is presented addressing the need to capture non-
functional requirements (NFR) at the early stages of development, by integrating NFR 
into conceptual models, specifically into the entity-relationship (ER) and object-
oriented (OO) models.  The proposed method describes the use of the LEL (Language 
Extended Lexicon) [15], and a NFR taxonomy to elicit the requirements. A compre-
hensive taxonomy of NFR can be found in [13]. A LEL-NFR tool is required that 
captures terminologies relevant to the target field, referred to as the UoD (Universe of 
Discourse). This tool along with the NFR taxonomy is used to derive the NFR knowl-
edge-base for a particular domain. These NFR are decomposed and represented in 
graphs which a slight variants of Chung’s NFR graphs [13]. Finally, the NFR are 
integrated into the conceptual models. In ER models, a NFR is shown in a rectangle 
with the UoD labeled over it, and connected to the relevant entity or relationship. In 
the OO model, NFR are added to class diagram by attaching two rectangles to the 
right bottom of the class with the UoD name in one and the NFR name in the other.  

In [16], this approach has been applied to UML, starting from use cases to class 
diagrams, sequence diagrams, and collaboration diagrams. 

5   Survey Results 

This section shows a comparison of the major approaches discussed in this paper 
based on some important non-functional requirements. The requirements considered 
have been introduced in Section 1: dependability, timeliness, adaptability, and qual-
ity-of-service (QoS). Dependability refers to availability, reliability, safety, confiden-
tiality, integrity, and maintainability [2]. Availability and reliability can be together 
classified as “avoidance or minimization of service outages” [2]. Also, a specializa-
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tion of availability and integrity with respect to authorization, and confidentiality can 
be grouped together as the security requirement [2]. The approaches have been evalu-
ated based on the requirements that are satisfied or taken into consideration, and a 
comparison is illustrated in Table 1.  

Table 1. Comparison Based on NFR 
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Comments 

HOOD � � � � � � � limited maintainability (only exception handling); 
timeliness (only SRT); 

HRT- 
HOOD 

� � � � � � � limited maintainability (only exception handling 
and maybe replication); adaptability (mode 
changes); 

TIRAN � � � � � � � assumes reliable communication; safety (only by 
criticality level) 

DepAuDE � � � � � � � considers intra- and inter-site communication; 
safety (only by criticality level) 

TARDIS � � � � � � � not targeted to specific NFR – open framework 
OOHARTS � � � � � � � limited maintainability (exceptions); adaptability 

(mode changes); 
EFTOS � � � � � � � security (integrity); timeliness (esp. SRT); 

DELTA-4 � � � � � � � user-specified level of dependability; maintain-
ability (only replication); 

Chameleon � � � � � � � supports different levels of availability 
requirements; adaptability (mode changes); 

ROAFTS � � � � � � � guarantees RT FT; adaptability (mode changes); 
survivability; 

FRIENDS � � � � � � � security (communication);  
AQuA � � � � � � � user-specified level of availability; 

 
Table 2 presents a comparison of the fault-tolerance support in each approach and 

is classified based on the failure domain, error processing, and fault treatment support. 
The main techniques considered in each approach have also been mentioned. 

6   Conclusion 

This paper presented an assortment of methods, frameworks, middleware, architec-
tures, and other development techniques that address dependability, timeliness, 
adaptability, or other QoS requirements. Due to space reasons, none of the addressed 
approaches have been discussed in much detail. The interested reader is encouraged to 
consult the detailed review given in [40]. 

The software development methods, HRT-HOOD and OOHARTS, consider real-
time issues in isolation. The KAOS and B formal methods address dependability 
issues, and present a high-level approach for specifying requirements and deriving the 
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Table 2. Fault Tolerance Support 

Failure Domain 
 

Value  Timing 

Error 
Processing 

Fault 
Treatment Means 

HOOD � � detection no support exception processing, 
deadlock avoidance 
techniques 

HRT-HOOD � � detection reconfigura-
tion 

exception processing, 
replication 

� � TIRAN 

computing 
failures only 

detection, 
localization, 
recovery 

diagnosis, 
masking 
confinement, 
dynamic 
reconfigura-
tion, graceful 
degradation 

exception handling, design 
diversity, stable memory, 
watchdog, local voter, 
distributed synchroniza-
tion, time-out, standby 
sparing, recovery blocks, 
NMR 

DepAuDE � � 
 

same as 
above 

same as above same as above & group 
communication 

TARDIS � � detection, 
recovery 

diagnosis, 
isolation, 
confinement, 
reconfigura-
tion 

timeout, HW/SW re-
pair/replacement, NMR, 
failure messages 

OOHARTS � � detection reconfigura-
tion 

exceptions, timeout, dead-
lock avoidance techniques 

EFTOS � � 
 

detection, 
isolation, 
recovery 

masking, fault-
tolerance 

exception handling, watch-
dog, atomic actions, dis-
tributed voting, recovery 
language 

DELTA-4 � � detection, 
recovery 

reconfigura-
tion, fault-
tolerance 

active/passive/leader-
follower replication, vot-
ing, timeout 

Chameleon � � detection, 
recovery 

masking, 
system recon-
figuration, 
failure recov-
ery 

reliable agents, TMR 
(H/W), checkpoints, voting 
(distributed & majority) 

ROAFTS � � 
 

detection, 
recovery 

fault-tolerance watchdog timer, predict-
able communication, 
process scheduling, back-
ward recovery (SRT), 
forward recovery (HRT), 
recovery blocks; active 
replication 

FRIENDS physical crash 
failures only 

detection, 
recovery 

reconfigura-
tion, fault-
tolerance 

leader-follower-replication, 
stable storage, primary 
backup, failure suspectors, 
group communication 

AQuA � � 
 

detection, 
recovery 

fault-tolerance, 
system recon-
figuration 

active/passive replication 
& degree, voting, monitors, 
group communication 

 
design based on refinements. The frameworks TIRAN and DepAuDE are two signifi-
cant contributions to the development of dependable systems, but cater to a specific 
domain. The TARDIS project provides a general framework that addresses various 
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non-functional requirements, but does not define a step-by-step development process. 
Similarly, middleware infrastructures like EFTOS and ROAFTS provide FT tools that 
the users can adapt according to their needs. Software architectures, like DELTA-4, 
Chameleon, FRIENDS, and AQuA, attempt to provide hardware fault tolerance by 
supporting techniques like replication, but they do not provide guidelines to the user 
for making design decisions during software development. Several other approaches 
propose extension mechanisms to integrate non-functional requirements into design 
models, and stereotypes have been defined that add dependability-related notions to 
UML. However, these approaches concentrate on one particular phase, and do not 
provide the necessary continuity throughout the development life cycle. In short, the 
survey shows that there is a lot more work to be done to make dependability, and in 
particular fault tolerance, an integral part of software development. 
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Abstract. FreeSoDA is a distributed document management system
written in C# under .NET. FreeSoDA offers Web services for storing
and extracting any kind of document (such as source files, plain text files,
PDF files, UML diagrams, or JPEG files) to and from a central database
over the Internet. Users can link related documents with each other in
the database. To allow distributed simultaneous changes to the docu-
ment database, FreeSoDA implements sessions with authentication and
encryption on top of the stateless SOAP protocol. In addition, FreeSoDA
implements an event-notification scheme which makes changes to the
database immediately visible to other users.

1 Introduction

In many software projects, the documentation quickly falls behind development.
One can often hear complaints by developers that documentation is useless be-
cause it is severely outdated. Instead of relying on written specification and
design documents, developers often must study the code to find out how the
software is structured and how it works. Some improvement has been achieved
with UML tools such as TogetherJ where code and diagrams are two sides of a
coin, but that covers only a fraction of the documents in a project. In addition,
linking together documents which are related to each other is not supported.

The problem of how to organize the exchange of documentation is even more
pressing in distributed projects where communication is often hampered by dif-
ferent time zones, cultural, geographic, and organizational barriers, and by a
breakdown of informal communication channels [1] . For example, the developer
community in open source projects typically is limited to communicating via
mailing lists and newsgroups. Web sites such as SourceForge allow access to the
CVS repository for the code base and are augmented by FAQ lists, manuals, and
bug tracking systems such as Bugzilla.

To better support developers with their documentation task in distributed
projects, we have developed FreeSoDA, a Web services-based document manage-
ment system. FreeSoDA comes with server code and a rich client. The server
manages a set of documents of arbitrary type, including source code files, Word
documents, plain text files, PDF files, UML diagrams, JPEG files, and so on.
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The client uses the Web services offered by the FreeSoDA server to allow a user
to retrieve, add, and delete documents in the database.

Documents can be linked together in the database by the user in order to
express some sort of relationship between the documents. For example, the files
which contain the source code for several classes of the application being de-
veloped could be linked to another document which contains a UML diagram
describing the interaction of these classes. Or, several design and code documents
could be linked to a text document containing the specification. Figure 1 shows
part of a client window displaying some documents in a FreeSoDA database and
the links between them.

Fig. 1. Some documents linked in a FreeSoDA database

The server can handle multiple clients simultaneously. To make the commu-
nication between the server and clients efficient, we have implemented a session
scheme on top of the (otherwise stateless) Web services. This scheme resembles
the well-known observer design pattern. When the database contents change,
the clients get notified and then fetch only a delta to their cache, which limits
the amount of data which is transmitted in the system. By using a notification
scheme, documents inserted or changed by one user are readily visible to other
users. The same holds if the link structure in the database changes, for example,
by inserting a new link between two documents. If a user is currently offline, the
client will get notified about the change the next time a session is opened.

Documents carry attributes such as owner and creation date, and the same is
true for the links between the documents. The server offers different views onto
the database. A view shows only part of the full set of documents and links.
The idea is to make it easier to digest and manage large collections of related
documents by suitably restricting what is shown on the screen. For example,
a view might show only the source files and documentation for one particular
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release of the code. To define a view, the project administrator specifies “filter
rules” for the document and link attributes. Users can only select views which
have been defined by the project administrator and for which they have been
granted access.

The server can handle several projects at the same time, each having its
own set of linked documents, user group, and views. We have developed an
access control scheme based on user accounts and user groups to protect projects
against each other. Users must authenticate themselves to the server in order
to open a session and get access to the data. Guest accounts are possible. To
make the communication between the server and client safe, the contents of all
messages are encrypted. Instead of using one of the proposed encryption facilities
for SOAP, we have developed a special encryption scheme based on the SHA256
algorithm [2] in order to avoid storing or transmitting user passwords in readable
form at any time, including the time when the user account is created.

The server stores the meta-data for the documents (their attributes and
location) and the link information in a SQL database. The documents themselves
usually are stored in folders on the server, but may also be stored remotely; in
that case, the server holds Web links to the remote documents. All information
about the different projects, user groups, and access rights is also stored in the
SQL database.

Our current implementations of the FreeSoDA server and client are written
in C# under .NET. The server software runs on Windows 2003 Server and the
Microsoft IIS. The databases run on Microsoft SQL Server. The client software
runs on Windows 2000 or XP. Due to the generic design of the software, ports
to Java and other Web and SQL servers should be possible.

2 Topology

The FreeSoDA system logically consists of a central FreeSoDA server, one or more
project servers, one or more SQL databases, and client workstations. Figure 2
shows the topology of a typical, distributed setup for a FreeSoDA system.

The FreeSoDA server stores central information about the users and projects
in the system. The server machine must run the FreeSoDA server code inside
a Web server, such as Microsoft IIS, and offer a central URL for entry into
the system. All data is persistently stored in a SQL database such as Microsoft
SQL Server. The SQL database may run on the same machine as the FreeSoDA
server, but in order to gain performance the database usually runs on a separate
machine.

A project server stores information about the documents and links in this
project, that is, meta-data and the project graph structure. In addition, a project
server stores the definitions of the views which are available in the project and
implements the access control for each view. Similar to the central FreeSoDA
server, each project server machine must run the FreeSoDA server code inside
a Web server. Each project server has a companion SQL database which may
run on the same machine, but usually runs on a separate machine. A project
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Fig. 2. Distributed FreeSoDA system topology

server may store the documents themselves, but it is possible (and often useful)
to store the documents somewhere on the internet. Hence, a project server also
stores information about where to actually find each document, such as a URL.

A client first contacts the central FreeSoDA server via the known URL for
the FreeSoDA services. After the user has logged into the system and chosen a
project to work with, the client program gets redirected by the central server to
the correct project server, given that the project is hosted on a separate server.
From then on, the client talks to the project server. For example, the next step
is a request from the client to the project server to open one of the views onto
the project.

3 Web Services

Table 1 lists all Web services which a user typically needs when working with a
FreeSoDA database. Not all these services are allowed for all users. For example,
in order to delete a document the user must be the owner of the document or a
project administrator. Another example is that a user must have been granted
the right to open a particular view by the project administrator.

Measures have been taken to avoid orphaned files and links. If a user deletes
one of his files to which another user has set a link, the project administrator
becomes the owner of the file and the link is retained. Since each link carries
a type attribute and an owner attribute, links between two given documents
which have been set by different users can be distinguished, as can be two links
of different type created by the same user.

The client software uses the Web services offered by the FreeSoDA server to
allow a user to retrieve, add, delete, and link documents in the database. Doc-
uments can be added either via a drop down menu or by dragging an existing
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Table 1. Web services for working with a FreeSoDA database

service method to be called
open a view srvViewCtrl.RegistrationReq()

srvViewCtrl.RegisterClient()
close a view srvViewCtrl.DeregisterClient()
delete a document srvViewModel.DeleteDocument()
delete a link srvViewModel.DeleteLink()
download a document srvViewModel.DownloadDocument()
edit a document description srvViewModel.EditDocument()
edit a link description srvViewModel.EditLink()
update a view srvViewModel.GetViewUpdate()
insert a document srvViewModel.InsertDocument()
insert a link srvViewModel.InsertLink()
insert and link a document srvViewModel.InsertLinkedDocument()

document onto an empty spot in the window; in the latter case, the new doc-
ument will be linked with the dragged document. A link between two existing
documents can be added either via the drop down menu or by dragging one
document onto the other.

The client is also responsible for presenting the database to the user with a
structured layout and allowing the user to traverse the database. For navigation
purposes, a subset of the documents is labeled by the project administrator as
the root documents. The screenshot below (Figure 3) shows a client window
where the root documents are presented to the user in the left frame using a Win-
dows Explorer-like layout. In this frame, the user can traverse the database by
opening “subfolders.” The right frame shows details about the currently selected
document, such as its owner, creation date, and location.

Fig. 3. Client window with Explorer-like navigation layout

Besides the Web services for handling documents and links described above,
there are a number of other services which relate to managing projects and the
central FreeSoDA server. These services are available only to users with project
or system administrator privileges. As an example, Figure 4 shows the drop
down menu for managing projects. Project administrators can create, edit, and
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delete users, assign roles to users such as being an additional project adminis-
trator, and define user groups, link types, and the filter rules for the different
views which are available in the project. Similar menus are available for system-
wide administration such as defining the projects and assigning administrator
privileges in the FreeSoDA system.

Fig. 4. Drop down menu for managing a project

4 Messages and Sessions

A FreeSoDA server 1 and its clients exchange XML messages via the SOAP proto-
col. The message format implements features which are not available with SOAP
and HTTP, including access rights, encryption, authentication, sessions, notifi-
cations, and a presentation layer. Figure 5 shows the format of a FreeSoDA
XML message.

To implement the concept of sessions and transactions, each message contains
a session id (ClientGUID) and a transaction number (TAN). The session id is
shared between the server and the client. Sessions in FreeSoDA operate at the
level of individual views: For each view which a client opens, a new session id is
generated by the server. Hence, a client can have multiple simultaneous sessions
with the server, depending on the number of views which have been opened by
this client. The state of each session is stored (persistently) in the SQL database
belonging to the server.

The transaction number varies with each message sent. Using the transaction
numbers, lost and duplicated messages are detected. Lost messages are requested
again after some timeout which is set by the system administrator when installing
the FreeSoDA system. Duplicated messages are ignored.

Each time a session is opened, a persistent entry in the SQL database is
created to represent the session. If the user later on calls a Web service, the
session is re-activated and a temporary object is created inside the Web server
to serve the request. This object is initialized with the data from the session
entry in the SQL database. Table 6 shows the format of the database table for
storing session objects.

The body of a FreeSoDA message holds one or more containers. A container
not only contains the actual data, but also determines how the client should
present the data to the user. Possible container types are Edit, Insert, Select,

1 This holds for both the central server and the project servers.
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< SoDAMessage >

< ClientGUID >< / ClientGUID >
< Data >

< TAN >< / TAN >
< Container > { 0 .. n}

< Name >< / Name >
< Type >< / Type >

< Selectstyle >< / Selectstyle >
< Group >< / Group > { 0 .. 1 }

< Item > { 0 .. n}
< Key >< / Key >

< Value >< / Value >

< Type >< / Type >
< Attribute > { 0 .. n}

< Name >< / Name >

< Value >< / Value >
< Type >< / Type >

< Identifier >< / Identifier >
< Postback >< / Postback >

< / Attribute >
< / Item >

< / Container >
< / Data >

< / SoDAMessage >

Fig. 5. FreeSoDA message format

and System. For example, when the client reveives a message from the server
asking for certain input data needed from the user in order to complete the
current request, the client generates a suitable Web form based on the directions
given in the container, presents the form to the user, and sends the data from
the completed form back to the server. Figure 7 shows an example of such a
generated Web form.

5 Event Notification Mechanism

FreeSoDA is designed to be a tool for collaboration in distributed development
projects. Therefore, a central goal of the system was to make changes to the
shared documentation database immediately visible to other users. We felt that
it was not sufficient to notify users by email about recent changes to the database
and ask them to refresh their display; we wanted changes to appear on the client
screen automatically, given that the change is relevant to the user. This is not
possible with conventional Web sites or Wiki systems. Hence, we needed to
implement a full, transaction-based event notification scheme on top of our Web
services.

Our event notification scheme resembles the observer design pattern from
object-oriented programming. Each FreeSoDA view onto the document database
corresponds to exactly one model in the observer pattern. The FreeSoDA clients
correspond to the observers. In order to observe a model (that is, see the docu-
ments and links belonging to this FreeSoDA view), clients must register with the
“controller” of the model. The controller sits inside the server. Registering and
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clsSession

PK Id

ClientGUID
FK1 ProjectName

ViewName
Callback

FK2 clsUserAccount
FK3 clsProject

CltSessionKey
SrvSessionKey
TAN
BulkUpdate
UpdateFrom
UpdateTo
LastRootDocUpdated
LastDocUpdated
LastRootLinkUpdated
LastLinkUpdated
sysTimeStamp
sysDeleted
Name

Fig. 6. Database table for session objects

Fig. 7. A generated Web form

de-registering with a particular FreeSoDA view is done via Web services. Once a
client has registered with a view, the controller in the server notifies the client
of any changes to the database which are visible within this view. Examples of
possible changes are adding or deleting a document or link. When the client gets
notified of changes, it fetches a delta to its current version of the view from the
server. The delta is computed in the server by comparing the time stamp of the
client’s version of the database with the current time stamp in the server.

6 Performance

Our test environment consisted of one server PC (AMD 1.1 GHz, 512 MB,
Windows Server 2003) running the FreeSoDA server and the SQL database, plus
several client PC (AMD 1.6 GHz, 1024 MB, Windows XP) running the client
software. The PC were interconnected with a standard 100 MBit network switch.
To test the performance of the FreeSoDA server, we requested the most expensive
operation from the server: bulk updates. Bulk updates occur in practice only
for freshly installed clients or when a client has been inactive for a long period
of time during which the database has changed much.

First measurements showed that the server CPU quickly reaches full load
during bulk updates; creating update objects is an expensive operation. To speed
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the server’s responses up, we introduced a two-level caching scheme: We used
part of the main memory as a level one cache and an additional database as
a level two cache for FreeSoDA update objects. The level one cache could hold
about 100 update objects, the level two cache was basically “unlimited.”

The two-level caching scheme improved the performance during bulk updates
with one client drastically. Given our hardware, the transmission time increased
roughly linearly with the number of transmitted update objects up to about 2500
objects; the transmission time per update object was less than 8 milliseconds.
Beyond 2500 objects, the transmission time increased exponentially.

Using an update window size of 500 objects, the response time of the server
to an update request by the client was less than 5 seconds. This means that a
user can see first progress with a larger update after 5 seconds, assuming that
the client PC can display the new data fast enough. This is a good response
behavior bearing in mind that bulk updates occur only rarely under real usage.
Using a window size of 1000 (respectively, 2500), the response time was still less
than 10 (respectively, 20) seconds.

We also studied the response times of the server when multiple clients were
sending bulk update requests at the same time. Using a window size of 250,
HTTP timeouts (after 90 seconds) occured for some clients when the total num-
ber of clients exceeded 8. We are currently studying how many simultaneous
clients can reasonably be served assuming “normal” client requests.

A simple way to increase the performance of the FreeSoDA system is to use
separate machines for the FreeSoDA server and the SQL server with a high-speed
interconnect between them. In future work, we want to use server replication
techniques and clustered servers to increase the performance of the system.

7 Conclusions

In this paper, we have presented FreeSoDA, a distributed and Web services-
based document management system written in C# under .NET. As opposed
to version control systems, FreeSoDA allows for storing and sharing documents
of arbitrary type and content over the Internet, offers a mechanism for linking
related files in the database (similar to hypertext systems), and implements a
mechanism for notifying clients in case of changes to the database. As opposed
to hypertext systems, FreeSoDA handles distributed simultaneous changes to its
database and makes these changes immediately visible to all users through the
notification mechanism.

From a Web technology perspective, an important novel feature of FreeSoDA
is the session scheme (including authentication and encryption) which we im-
plemented on top of SOAP. We needed sessions and transactions as a basis for
controlling access to the database and implementing the notification mechanism.
In our experience, the fact that Web services are stateless is a barrier for devel-
oping high-value applications and, hence, a clear point in favor of existing Web
technologies such as EJB. Holding sessions and storing system state in a SQL
database are natural requirements for middleware today, and the application
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developer should be freed from the burden of inventing his own scheme for that
purpose when using Web services.

We currently use FreeSoDA for internal projects in our research group. A
large public application on the Web is in preparation, see below. Users already
ask for enhanced features, such as searching, versioning, and bookmarks.

The most challenging step when setting up a FreeSoDA database is to choose
a sustainable scheme for the link types and views. This requires some foresight
at the future structure and contents of the database. We shall provide sample
templates once we have gained more experience with setting up large FreeSoDA
systems.

FreeSoDA was originally intended as a tool which would allow the developers
in an open source project to attach plain text comments to files in large source
file hierarchies. The comments should be visible to all other developers in the
project. The tool aimed at supporting the ROTOR [5] community. ROTOR is a
shared source version of the .NET framework which is available from Microsoft
as part of its Shared Source Initiative. There are more than 14,000 source files
within ROTOR which are being studied extensively by universities and research
groups all over the world.

We plan to host a freely accessible FreeSoDA database for ROTOR in the
future. Navigation in the database will be organized along the source file hier-
archy. The information contained in the already existing mailing lists will be
extracted and added to the database. Research groups will get access to add
other types of documentation as well, such as UML diagrams and published
papers. We think that such a FreeSoDA database will help organize and push
forward information exchange among the distributed research groups and will
offer a major supplement to the current practice of using mailing lists.
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Abstract. We present a calculus for establishing non-interference of
several Java threads running in parallel. The proof system is built atop
an implemented sequential Java Dynamic Logic calculus with 100% Java
Card coverage. We present two semantic and one syntactic type of non-
interference conditions to make reasoning efficient. In contrast to previ-
ous works in this direction, our method takes into full account the weak
guarantees of the Java Memory Model concerning visibility and ordering
of memory updates between threads.

1 Introduction

Concurrent programming in Java, as in other languages supporting concurrency
and shared memory, exposes the phenomenon of interference. Sequential pro-
grams proven correct may go awry when composed as threads in a concurrent
setting. The problem results from concurrent modification of shared datastruc-
tures, and its control has been long of interest in software verification (albeit
mostly for simple programming languages).

We present a proof system for establishing non-interference of Java threads,
i.e., we specify the conditions Φ1 . . . Φn such that the following parallel compo-
sition rule (stated using dynamic logic) is sound.

〈p1〉φ1 〈p2〉φ2 Φ1 . . . Φn

〈p1 ‖ p2〉φ1 ∧ φ2
par comp

In contrast to previous works in this field [1], our proof system takes into full
account the weak guarantees of the Java Memory Model (JMM) concerning
visibility and ordering of memory updates between threads. Software verified
with our method will thus always work as expected when executed on a real
Java Virtual Machine.

The calculus we present follows the style of Owicki and Gries [9]. While the
Owicki-Gries method is not compositional, we have chosen this fundamental
approach for our work before working on compositionality. Also, only the mu-
tual exclusion primitives of Java (the synchronized keyword) are considered.
Primitives for condition synchronization (wait() and notify()) are not.

Our work is based on an implemented and complete sequential proof system
– the KeY system [7, 2] – which we will introduce briefly.

N. Guelfi et al. (Eds.): FIDJI 2004, LNCS 3409, pp. 101–111, 2005.
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2 Foundations

2.1 Java Dynamic Logic

Introduced in [3], Java Dynamic Logic (Java DL) is a modal logic with the
modalities 〈p〉 (“diamond”) and [p] (“box”) for every program p. The modality
〈p〉 refers to the successor worlds (called states in the DL framework) that are
reachable by running the program p. The formula 〈p〉φ expresses that the pro-
gram p terminates in a state, in which φ holds. In contrast, the formula [p]φ
asserts that, if the program p terminates, then in a state satisfying φ.

A formula φ→ 〈p〉ψ is valid if, for every state s satisfying precondition φ,
a run of the program p starting in s terminates, and in the terminating state
the post-condition ψ holds. Thus, the formula φ→ [p]ψ is similar to the Hoare
triple {φ}p{ψ}, while φ→ 〈p〉ψ implies the total correctness of p.

2.2 The KeY Calculus

As usual for deductive program verification, we use a sequent-style calculus. A
sequent is of the form Γ � ∆, where Γ,∆ are duplicate-free lists of formulas.
Intuitively, its semantics is the same as that of the formula

∧
Γ → ∨

∆.
A proof for a goal (a sequent) S is an upside-down tree with root S. In

practice, rules are applied from bottom to top. That is, proof construction starts
with the initial proof obligation at the bottom and ends with axioms (rules with
an empty premiss tuple).

Besides the standard first-order and rewriting rules, the KeY calculus con-
tains rules for symbolic execution of Java programs and induction. Most rules
(rule instances) have a focus, i.e., a single formula, term, or program part (in
the conclusion of the rule) that is modified or deleted by applying the rule.

Furthermore, symbolic execution rules operate only on the first active state-
ment p of a program πpω. The non-active prefix π consists of an arbitrary se-
quence of opening braces “{”, labels, beginnings “try{” of try-catch-finally
blocks, etc. The postfix ω denotes the “rest” of the program. For example,
if a rule is applied to the following Java block, the active statement is i=0;:
l:{try{
︸ ︷︷ ︸

π

i=0; j=0; }finally{ k=0; }}
︸ ︷︷ ︸

ω

.

Since there is (at least) one rule schema in the Java DL calculus for each Java
programming construct, we cannot present all of them in this paper. Instead, we
give a simple but typical example, the rule if else split for the if statement:

Γ, b = TRUE � 〈π p ω〉φ
Γ, b = FALSE � 〈π q ω〉φ
Γ � 〈π if(b) p else q ω〉φ if else split

The rule has two premisses, which correspond to the two cases of the if state-
ment. The semantics of this rule is that, if the two premisses hold in a state,
then the conclusion is true in that state. In particular, if the two premisses are
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valid, then the conclusion is valid. Note, that this rule is only applicable if the
condition b is known (syntactically) to be free of side-effect. Otherwise, if b is a
complex expression, other rules have to be applied first to evaluate b.

2.3 Symbolic Execution

We will call an application of a rule that has a program as its focus (e.g.,
if else split) a symbolic execution step. Each symbolic execution step is thus
inherently related to (1) a sequent (matching the conclusion of the rule), (2) a
modal formula in this sequent, (3) the program in this formula, and (4) the
active (first) statement in this program.

To unify the presentation, we assume that the focus sequent of every symbolic
execution step is of the form

Γ � U〈p〉φ or Γ � U [p]φ

where U is a (possibly empty) list of updates, which are described below. This
requirement does not destroy completeness and can be easily achieved by insert-
ing first-order normalization steps into any given proof. In the following we will
use the sequent form with a diamond; the results are valid for the box form as
well though.

2.4 Updates

A special significance comes to the assignment rules(s) when handling program
state. The Java Dynamic Logic does not work with states as first-class citizens.
Assignment cannot be treated by syntactic substitution either because of alias-
ing (the possibility that different syntactical entities reference the same storage
location). The solution Java DL employs is called updates.

These (state) updates are of the form 〈loc := se〉 and can be put in front of
any formula or term. This expression then has to be evaluated in the state where
loc has the value se. The expressions loc and se must be simple in the following
sense: loc is (a) a local variable var, or (b) a field access obj.attr, or (c) an
array access arr[i]; and se is free of side effects. More complex expressions are
not allowed in updates. Other rules have to be applied first to break these down.

The assignment rule takes the following form (U stands for an arbitrary
sequence of updates):

Γ � U〈loc := se〉〈π ω〉φ
Γ � U〈π loc = se; ω〉φ assignment

That is, it just adds the assignment to the list of updates U . The KeY system
uses special simplification rules to compute the result of applying an update
to logical terms and formulas not containing programs. This delayed evaluation
has the advantage that a maximal amount of information is available for efficient
simplification after the program has been symbolically executed to completion.
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3 Characterizing Program State with Formulas

To reason about (non-)interference of symbolic execution steps we need to make
tangible the notion of program state, which the KeY calculus never handles
explicitly. All sequents are evaluated in the same (start) state; evaluation of in-
dividual formulas can be performed in a changed state by attachment of updates.

Definition 1 (Sequent state formula state(S)) By restricting the focus se-
quent form as described above, we define a single formula characterizing the pro-
gram state in which a given symbolic execution step originates. For a sequent S
of the form Γ � 〈x := y〉〈p〉φ

state(S) := ∃v 〈x := v〉Γ ∧ x .= 〈x := v〉y

where Γ in this formula is a conjunction of all formulas in the antecedent of the
sequent S.

Note. The above definition is simplified for the assumption that there is only
one update and x is unqualified. If x is of the form o.a then the second conjunct
must read (〈x := v〉o).a .= 〈x := v〉y. If x is of the form a[i] then the second
conjunct must read (〈x := v〉a)[〈x := v〉i ] .= 〈x := v〉y. The extension for several
updates is straightforward. �

The definition given above encodes information about the state contained in
Γ and the updates attached to 〈p〉φ as a single formula of our logic. The fresh
variable v is used to capture the value of x prior to performing the update. An
example is presented in Table 1.

Table 1. Example for state characterization

Sequent S state(S) Validity Eqv.

x
.
= 0 � 〈x := x + 1〉〈p〉φ ∃v 〈x := v〉x .

= 0 ∧ x
.
= 〈x := v〉x + 1 x

.
= 1

x
.
= 0 � 〈x := 2〉〈p〉φ ∃v 〈x := v〉x .

= 0 ∧ x
.
= 〈x := v〉2 x

.
= 2

Theorem 1 (State characterization is adequate) The sequent S of the
form Γ � 〈x := y〉〈p〉φ and the sequent � state(S) → 〈p〉φ are validity
equivalent. �

4 Semantic Non-interference Conditions

A proof tree for a property of a single sequential program represents all possible
paths of program execution steps. We wish to ascertain that each of these steps
can be performed correctly (w.r.t. our desired property) even if the scheduler
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chooses to interleave steps from other threads that are running in parallel. In
other words, we verify that the assumptions required for the correctness proof
of one thread are not damaged by the updates that other threads might carry
out on the common state.

Definition 2 (Proof robustness) A proof P1 is robust under parallel compo-
sition with proof P2 if for every symbolic execution step S1 in P1 and every
symbolic execution step S2 in P2 that performs a state update the condition
Φ(S1, S2) holds. Different kinds of the condition Φ are presented below. �

Now we employ the notion of proof robustness to state the main result of
symmetric non-interference.

Theorem 2 (Non-Interference) Two proofs P1 and P2 are non-interfering if
P1 is robust under parallel composition with P2, and P2 is robust under parallel
composition with P1. The parallel composition rule par comp is correct with
these premisses. A justification is presented in Section 4.3. �

Thus, to establish non-interference involving two threads with m and n state-
ments we have to verify O(m×n) conditions. For this reason it is desirable that
the conditions are as simple as possible. The majority of these conditions can,
in fact, be discharged automatically. In the following we present and discuss two
semantic and one syntactic condition.

Note on Inter- vs. Intra-object Interference. The number of noninterfer-
ence conditions can be reduced dramatically up-front if we prohibit qualified
access to fields in programs (as in [1]). Under this (sensible) restriction, expres-
sions like o.a are not allowed, and methods can only refer to fields of the local
object, like this.a. Interference is thus confined within object boundaries, which
allows us to drop all conditions that involve code from classes not in a direct
line of inheritance.

Note on Double and Long Variables. The semantical conditions rely on the
atomicity of a simple assignment in the sense of Section 2.4. This atomicity is
not given for variables declared as double or long [8, §8.4].

4.1 Preservation of Pre-state

A Naive Version. We will start with a simplified version of Φ(S1, S2), which
is analogous to previous formulations of the Owicki-Gries method. This simpli-
fication assumes the existence of a consistent global state for both threads. It
is adequate for theoretical programming languages or a Java VM with much
stronger memory model guarantees than the ones actually given by the current
official specification. We will weaken these assumptions later on.

The now following condition ensures that the execution of an (atomic) as-
signment loc=se; in the sequent of S2 does not falsify assumptions appearing
in the symbolic execution step with sequent S1. The condition Φ(S1, S2) is ex-
pressed in this case by a logical formula, which has to be proved in our calculus.
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We define

Φpre(S1, S2) := state(S1) ∧ state(S2) → [loc=se;]state(S1)

Note the use of the box modality here, since loc=se; could terminate abruptly due
to a NullPointerException (if loc is a field or array access) or an ArrayIndex-
OutOfBoundsException (if loc is an array access). In case of abrupt termination
no state update is performed, and there is no danger of interference, as the
thrown exception is not visible to other threads. A diamond modality would, in
contrast, always require normal termination.

A JMM-Faithful Version. For a single thread the JMM provides strong guar-
antees about the visibility and ordering of memory updates, which are consistent
with our intuition and reflected by the KeY calculus [8, § 8.1]. There is, how-
ever, no guarantee that memory updates performed by one thread will be visible
(in any particular order, or even at all) by other threads in absence of proper
synchronization [8, §§8.1, 8.3, 8.11].

Example 1 Let x, y be object fields. With naive semantics in mind, one could
believe the proof for 〈y=2;x=2;〉x .= 2 to be robust under execution of the as-
signment x=y; in a second thread. The crucial condition required to prove this
is (we simplify the state characterizations)

x
.= 2 ∧ y .= 2 → [x=y;]x .= 2

which obviously holds. In the JMM-faithful semantics this robustness, however,
cannot be expected. The effect of the assignment y=2; may be not visible for
the thread number two, and the assignment x=y; (scheduled after x=2;) would
operate with a stale value of y, which is not necessarily 2.

To reflect the fact that we cannot rely on updates performed by other threads,
we have to establish variable disjointness by renaming variables in one of the
threads. This turns the condition above into

x
.= 2 ∧ y .= 2 → [x=y’;]x .= 2

which (correctly) cannot be proved. �

The condition Φpre has thus to be recast as Φ′
pre:

Φ′
pre(S1, S2) := state(S1) ∧ state ′(S2) → [loc=se′;]state(S1)

where state ′(S2) differs from state(S2) in that all appearing object fields have
been renamed (accented by a dash). se′ appears in that manner in the place of
se in the assignment in the box. This version of the condition is significantly
stronger, as no information flow is assumed from the first thread to the second.
Since the JMM does not guarantee memory update visibility between threads (in
absence of proper synchronization) such an assumption would be indeed false.
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On the other hand, should the update loc=se’; not become visible to the
first thread, we would have solely proved one condition too many, thus erring on
the safe side.

Note on Volatile Variables. A relaxation of the above condition can be
achieved for variables declared as volatile. For volatile variables the JMM
enforces state coherence, i.e., the value of a volatile variable is always visible
correctly across all threads. Volatile variables thus need not be accented with a
dash in Φ′

pre.

4.2 Assertion Insensitivity

Failing to prove a Φpre condition does not necessarily mean interference. Non-
interference could still be established by considering a more general condition
at this point. This time the assignment loc=se; in the sequent S2 is allowed to
falsify assumptions made in S1, but only if this does not affect the provability
of the main assertion of S1. We define

Φpost(S1, S2) := state(S1) ∧ state ′(S2) → [loc=se′;]〈p〉φ

Such a criterion is more powerful but less practical, as it involves proving a
version of the (complicated) assertion 〈p〉φ. Furthermore, this proof has to be
checked (with the usual criteria) for non-interference too.

4.3 Correctness of the Parallel Composition Rule

We give a general proof-theoretical argument for the correctness of the compo-
sition rule from Section 1 under the specified non-interference conditions, con-
centrating on the Φpre case. Details for other condition types can be found in
the corresponding sections. An important prerequisite for the argument is the
completeness of the KeY calculus w.r.t. the Java Dynamic Logic1: we assume
that there is a proof for every true assertion in the sequential fragment.

In the following, we will present and justify a transformation that allows
(under conditions specified above) to derive a proof for 〈p1 ‖ p2〉φ1 from the
proof for 〈p1〉φ1 alone. Since the situation is symmetrical, we can derive that
〈p1 ‖ p2〉φ2 holds whenever 〈p2〉φ2 holds, and thus establish 〈p1 ‖ p2〉φ1 ∧ φ2.

Every proof step in a proof falls into one of the following categories:

– Proof steps without modality in focus. These rules are in the “propo-
sitional” fragment. It is thus safe to replace every modality of the form 〈p〉
in the conclusion and premisses of this step with 〈p ‖ p2〉.

– Update simplification steps. Update simplification rules have no depen-
dency on the modality they are attached to. The same replacement can be
performed.

1 Efforts are currently underway to provide a formal completeness proof [10].
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– Symbolic execution steps. Every symbolic execution step establishes the
validity of the sequent S1 : Γ � U〈p〉φ1. A single non-interference condition
Φ(S1, S2) states that starting in any state that satisfies state(S1) and exe-
cuting an assignment from the program p2 running in parallel, we arrive in a
state that still satisfies state(S1) (it need not be the same state). The same
is true of any sequence of such assignments, or finally the whole program
p2. Thus we can replace every occurrence of the formula 〈p〉φ in the focus of
a symbolic execution step with the formula 〈p‖p2〉φ without sacrificing the
correctness of the proof.

5 Syntactic Non-interference Condition

This type of condition is less powerful than the two discussed above, but allows
in many cases to dismiss the possibility of interference immediately and without
interaction. Informally, syntactical non-interference is given if programs deal
with disjoint memory locations if write access is involved. We will identify a
read set and a write set for every rule of our calculus denoting symbolic memory
locations read resp. written by the corresponding symbolic execution step.

Definition 3 (Write Set W (r)) The write set contains symbolic locations
whose content is changed by a symbolic execution rule. The only rule with a
non-empty write set is the assignment rule:

Γ � U〈loc := se〉〈π ω〉φ
Γ � U〈π loc = se; ω〉φ assignment

We define W = loc, if loc is not a local variable. �

Definition 4 (Read Set R(r)) An expression e contained in the read set of
a rule r is characterized by the following conditions:

1. e appears inside the diamond in the conclusion of r (i.e., the focus of r)
2. e appears outside a diamond in the premisses of r (including updates, though

not on the left-hand side)
3. e is not a local variable �

Example 2

– Assuming se is not a local variable, R(assignment) = {se} as se appears
in the focus diamond of the conclusion and outside of it in the premiss.
loc /∈ R(assignment) since it appears on the left-hand side of an update.
On the other hand loc ∈W (assignment).

– R(if else split) = {b}, again, assuming b is not a local variable.
– Consider the rule if else eval

Γ � 〈π boolean b; b=nse; if(nse) p else q ω〉φ
Γ � 〈π if(nse) p else q ω〉φ if else eval
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R(if else eval) = ∅ as this rule replaces one diamond through another
with the same transition relation. There is no state change and no change
in observable conditions. Note that there is a subtle issue at stake here in
that the symbolic execution rules do not “swallow” any state transitions.
Replacing i++;i--; with an empty statement is not allowed. �

Definition 5 (Syntactic Non-interference) Within the framework of The-
orem 2 we define a syntactical non-interference condition Φsynt(S1, S2). For this
we need to consider the rules r1 and r2 involved in the steps S1 and S2. We
define that Φsynt(S1, S2) holds if and only if

RS1(r1) 
 WS2(r2) = ∅
WS1(r1) 
 RS2(r2) = ∅
WS1(r1) 
 WS2(r2) = ∅

where 
 denotes intersection under aliasing. �

Intersection under aliasing treats two symbolic locations as the same if – re-
gardless of their syntactical form – there is a possibility that they are referring to
the same effective location due to aliasing. Since we have excluded local variables
up front, we can safely assume two symbolic locations as distinct under aliasing
only if they are of non-compatible types.

Ultimately, Φsynt(S1, S2) ensures that program behavior does not change in
presence of other programs. It can be used in place of Φ′

pre(S1, S2) until the “last”
symbolic execution is reached (i.e., S1 removes an empty modality). At this point,
the intactness of the first-order assertions must be checked with Φ′

pre(S1, S2).

6 Synchronization

A special concurrency primitive of Java is the synchronized keyword. This
primitive can be used to achieve mutual exclusion of critical code sections. Blocks
of code or whole methods can be declared as synchronized. Synchronization
happens with respect to an object being locked (for synchronized methods it is
always the current object).

The semantics of synchronized is that no two distinct threads can concur-
rently execute code marked as synchronized w.r.t. the same lockable object refer-
ence. One of the threads would block at the attempt to acquire the lock already
held by the other thread. Note that mutual exclusion does not take place if only
one code section is declared as synchronized (synchronization is not atomicity),
or if the lock object references of two synchronized code sections are different.

This leads us to the following refinement of our semantic conditions. If the
statement in focus of the symbolic execution step S1 as well as the assignment
in focus of S2 both lie within a code section marked as synchronized, and the
statement of S1 is not the first statement in the section, we can relax the non-
interference condition Φ′

pre to:

Φ′
pre(s)(S1, S2) := state(S1) ∧ state ′(S2) ∧ ¬syncref (S1)

.= syncref (S2) →
[loc=se′;]state(S1)



110 Vladimir Klebanov

where syncref (S1) and syncref (S2) are the lock references of the two sections. If
these references are the same, the non-interference condition holds automatically
since the JVM guarantees mutual exclusion.

Synchronization and Memory Update Visibility. The synchronized key-
word has also a second meaning in Java. Beside mutual exclusion functions, it
has a signaling function to the JVM memory subsystem. When a thread exits a
synchronized code section, the content of its local store is flushed into the main
memory. An entry into a synchronized code section, on the other hand, effects a
reloading of the main memory content into the thread’s working store [8, §8.6].

An immediate succession of these two events is thus a means for one thread to
obtain a complete and consistent visibility of memory updates performed by an-
other thread. Unfortunately, tracking such rendez-vous requires considering com-
plete concurrency histories, which is is outside of the scope of a non-interference
calculus.

7 Conclusion, Comparison and Future Work

We have presented (to our knowledge) the first non-interference proof system
for the Java language, which reflects the actual execution semantics as stated by
the Java Virtual Machine specification. Among related works, [1] does not take
the JMM into account, while [4] gives a JMM-faithful operational semantics but
does not provide a proof system. Furthermore, our proof system is built atop an
implemented, complete calculus for sequential Java. A prototype implementation
of it is available with the latest version of the KeY system.

It remains to be seen how the compositional extensions to the Owicki-Gries
method, e.g., [5, 11], can be made to work in the JMM-constrained situation.
Changes would also probably be necessary if the Java Memory Model revision
effort [6] is successful. Development of more powerful parallel composition rules
is furthermore of interest.
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Abstract. We describe the architecture and the implementation of a Java pack-
age for code mobility. The framework aims at providing the programmer with
primitives to design and implement run-time systems for mobile code systems
and languages. The package is intended to be straightforward to use and to make
the code migration issue automatic and transparent so that mobile agent systems
can be easily prototyped. With this respect the package is general and does not
depend on any linguistic mobile code abstraction.

1 Introduction

Dealing with code mobility requires additional programming for packing and deliver-
ing of objects state and code. With this respect, Java [2] provides many useful features
that are helpful in building network applications with mobile code: object serialization,
to encode/decode object structure into/from a stream; dynamic class loading, to insert
a new class dynamically into a running application. However, these mechanisms still
require a big programming effort, and so they can be thought of as “low-level” mecha-
nisms. Because of this, many existing Java based distributed systems (see, e.g., [10, 1,
12, 7, 5, 14] and the references therein) tend to re-implement from scratch many compo-
nents (in particular code mobility handling) that are typical and recurrent in distributed
and mobile applications.

For this reason we are working on a generic framework called IMC (Implementing
Mobile Calculi) that can be used as a kind of middleware for the implementation of
different mobile programming systems. Such a framework aims at being as general
as possible. We are using it to re-design existing systems (KLAVA [6], Safe Ambients
[16], JCL [8] and DITYCO [11]) on top of it. But it also provides the necessary tools
for implementing new languages directly derived from calculi for mobility. The basic
idea and motivation of this framework is that the implementer of a new language would
need concentrating on the parts that are really specific of his system, while relying on
the framework for the recurrent standard mechanisms. The development of prototype
implementations should then be quicker and the programmers should be relieved from
dealing with low level details.

The proposed middleware framework aims at providing all the required functional-
ities and abstractions (such as, network topology, communication protocols, code mo-
bility, etc.) for arbitrary components to communicate and move in a distributed setting.
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A first presentation of the IMC framework can be found in [4]. In this paper we con-
centrate on the description of the mobility code part of the framework. Indeed, this part
can be used independently from the other classes of the IMC framework. The purpose
of this package for code mobility is to provide the basic functionalities for making code
mobility transparent to the programmer; all issues related to code marshaling and code
dispatch are handled automatically by the classes of the framework. Its components are
designed to deal with object marshalling, code migration, and dynamic loading of code.
Customization of the framework can be achieved seamlessly thanks to design patterns
such as factory method and abstract factory [9] that are widely used throughout the
package.

Indeed, the primary goal of our package is to make code mobility straightforward to
use (as shown in Section 3, using the package to achieve code mobility in a distributed
framework requires only few lines of code). In very many ways, this is the distinguish-
ing feature of our approach with respect to other mobility frameworks such as, e.g.,
µCODE [13], where the main intention is to provide the programmer with a finer-grain
control on class mobility. Moreover, our mobility package is more general purpose
with respect to the Aglets [10] framework that, being centered on mobile agents, re-
quire the user of the framework to strictly conform to the rules of the framework itself.

2 The mobility Package

We describe the basic functionalities for code mobility provided by our package
org.mikado.imc.mobility (referred to as mobility from now on). We will go into
details of some parts of the package in order to describe its architecture. However, let
us stress that the user of the package needs not know all these details: as shown in
Section 3, the steps to use the package are minimal, although some parts are still open
to possible customizations. This package defines the basic abstractions for code mar-
shalling and unmarshalling and also implements the classes for handling Java byte-code
mobility transparently. The package, together with the whole IMC framework, is freely
available at http://music.dsi.unifi.it/software.

The base classes and the interfaces of this package abstract away from the low level
details of the code that migrates. By redefining specific classes of the package, the
framework can be adapted to deal with different code mobility frameworks. Nowadays,
most of these frameworks actually exchange Java byte-code itself. For this reason, the
concrete classes of the framework deal with Java byte-code mobility, and provide func-
tionalities that can be already used, without interventions, to build the code mobility
part of a Java-based code mobility framework.

When code (e.g., a process or an object) is moved to a remote computer, its classes
may be unknown at the destination site. It might then be necessary to make such code
available for execution at remote hosts; this can be done basically in two different ways:
automatic approach, i.e., the classes needed by the moved process are collected and
delivered together with the process; on-demand approach, i.e., the class needed by the
remote computer that received a process for execution is requested to the server that did
send the process. We follow the automatic approach because it complies better with the
mobile agent paradigm: when migrating, an agent takes with it all the information that
it may need for later executions. This approach respects the main aim of this package,
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i.e., it makes the code migration details completely transparent to the programmer, so
that he will not have to worry about classes movement. The drawback of this approach
is that code that may never be used by the mobile agent or that is already provided by
the remote site is also shipped; for this reason we also enable the programmer to choose
whether this automatic code collection and dispatching should be enabled.

With the automatic approach, an object will be sent along with its class binary code,
and with the class code of all the objects it uses. Obviously, only the code of user defined
classes has to be sent, as the other code (e.g. Java class libraries and the classes of the
mobility package itself) has to be common to every application. This guarantees that
classes belonging to Java standard class libraries are not loaded from other sources
(especially, the network); this would be very dangerous, since, in general, such classes
have many more access privileges with respect to other classes.

2.1 Design of the Package

The package defines the empty interface MigratingCode that must be implemented by
the classes representing a code that has to be exchanged among distributed site. This
code is intended to be transmitted in a MigratingPacket, stored in the shape of a byte
array:

public class MigratingPacket implements java.io.Serializable {
public MigratingPacket(byte[] b) {...}
public byte[] getObjectBytes() {...}

}
How a MigratingCode object is stored in and retrieved from a MigratingPacket

is taken care of by the these two interfaces:

public interface MigratingCodeMarshaller {
MigratingPacket marshal(MigratingCode code) throws IOException;

}

public interface MigratingCodeUnMarshaller {
MigratingCode unmarshal(MigratingPacket p)

throws InstantiationException, IllegalAccessException, ClassNotFoundException,
IOException;

}
Starting from these interfaces, the package mobility provides concrete classes that

automatically deal with migration of Java objects together with their byte-code, and for
transparently deserializing such objects by dynamically loading their transmitted byte-
code. These classes are described in the following. A simplified UML diagrams of the
main classes of the package is depicted in Figure 1.

2.2 Java Byte-Code Mobility

All the nodes that are willing to accept code from remote sites must have a custom
class loader: a NodeClassLoader supplied by the mobility package. When a remote
object or a migrating process is received from the network, before using it, the node
must add the class binary data (received along with the object) to its class loader’s
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Fig. 1. Main classes in the package.

table. Then, during the execution, whenever a class code is needed, if the class loader
does not find the code in the local packages, then it can find it in its own local table of
class binary data. The most important methods that concern a node willing to accept
code from remote sites are addClassBytes to update the loader’s class table, as said
above, and forceLoadClass to bootstrap the class loader mechanism, as explained
later:

public class NodeClassLoader extends java.lang.ClassLoader {
public void addClassBytes(String className, byte[] classBytes) {...}
public Class forceLoadClass(String className) {...}
}

We define a base class for all objects/processes that can migrate to a remote site,
JavaMigratingCode, implementing the above mentioned interface, MigratingCode,
that provides all the procedures for collecting the Java classes that the migrating ob-
ject has to bring to the remote site. Unfortunately, Java only provides single inheri-
tance, thus providing a base class might restrict its usability. The problem arises when
dealing with threads: the interface Runnable in the standard Java class library could
solve the above issue but requires additional programming. For this reason we make
JavaMigratingCode a subclass of java.lang.Thread (with an empty run method),
so that JavaMigratingCode can be extended easily by classes that are meant to be
threads. Thus, the most relevant methods for the programmer are the following ones:

public class JavaMigratingCode extends Thread implements MigratingCode {
public void run() { /∗ empty ∗/ }
public JavaMigratingPacket make packet() throws IOException {...}
}
The programmer will redefine run if its class is intended to represent a thread. The
method make_packet will be used directly by the other classes of the framework or,
possibly, directly by the programmer, to build a packet containing the serialized (mar-
shalled) version of the object that has to migrate together with all its needed byte code.
Thus, this method will actually take care of all the code collection operations. The
names of user defined classes can be retrieved by means of class introspection (Java
Reflection API). Just before dispatching a process to a remote site, a recursive proce-
dure is called for collecting all classes that are used by the process when declaring: data
members, objects returned by or passed to a method/constructor, exceptions thrown
by methods, inner classes, the interfaces implemented by its class, the base class of
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protected void getUsedClasses( Class c ) {
if (c == null || ! addUsedClass( c )) return ;

Field[] fields = c.getDeclaredFields() ;
Constructor[] constructors = c.getDeclaredConstructors() ;
Method[] methods = c.getDeclaredMethods() ; int i ;

for( i = 0 ; i < fields.length ; i++ )
getUsedClasses( fields[i].getType() ) ;

for ( i = 0 ; i < constructors.length ; i++ ) {
getUsedClasses( constructors[i].getParameterTypes() ) ;
getUsedClasses( constructors[i].getExceptionTypes() ) ;

}

for ( i = 0 ; i < methods.length; i++ ) {
getUsedClasses( methods[i].getReturnType() ) ;
getUsedClasses( methods[i].getParameterTypes() ) ;
getUsedClasses( methods[i].getExceptionTypes() ) ;

}

getUsedClasses( c.getDeclaredClasses() ) ;
getUsedClasses( c.getSuperclass() ) ;
getUsedClasses( c.getInterfaces() ) ;
}

Listing 1. The methods to collect the classes used by a MigratingCode object through reflection.
The version taking an array simply iterates on the elements.

its class. These operations are performed internally by the method getUsedClasses,
displayed in Listing 1.

Once these class names are collected, their byte code is gathered in the first
server from which the object was sent, and packed along with the object in a
JavaMigratingPacketobject (a subclass of MigratingPacket storing the byte-code
of all the classes used by the migrating object, besides the serialized object itself). No-
tice that the migrating object (namely, its variables) is written in an array of bytes (in-
herited by MigratingPacket) and not in a field of type JavaMigratingCode. This
is necessary because otherwise, when the packet is received at the remote site and read
from the stream, the remote object would be deserialized and an error would be raised
when any of its specific classes is needed (indeed, the class is in the packet but has not
yet been read). Instead, by using our representation, we have that, first, the byte code
of process classes is read from the packet and stored in the class loader table of the
receiving node; then, the object is read from the byte array; when its classes are needed,
the class loader finds them in its own table. Thus, when a node receives a process, after
filling in the class loader’s table, it can simply deserialize the process, without any need
of explicit instantiation. The point here is that classes are always stored in the class
loader’s table, but they are loaded on-demand.

The byte code of the classes used by a migrating process or object is retrieved by
the method getClassBytes of the class loader: at the server from where the object is
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first sent, the byte code is retrieved from the local file system, but when a process at a
remote site has to be sent to another remote site, the byte code for its classes is obtained
from the class loader’s table of the node.

Finally, two classes, implementing the above mentioned interfaces Migrating-
CodeMarshaller and MigratingCodeUnMarshaller, will take care of actually mar-
shalling and unmarshalling a JavaMigratingPacket containing a migrating object
and its code:

public class JavaByteCodeMarshaller implements MigratingCodeMarshaller {...}
public class JavaByteCodeUnMarshaller implements MigratingCodeUnMarshaller {...}

In particular, the first one will basically rely on the method make_packet of
JavaMigratingCode, while the second one will rely on NodeClassLoader to load
the classes stored in the JavaMigratingPacket and then on Java serialization to ac-
tually deserialize the migrating code contained in the packet.

Now let us examine the code that recovers the object from a JavaMigrating-
Packet, in the JavaByteCodeUnMarshaller. As previously hinted, a site that is will-
ing to receive a remote object must use a NodeClassLoader that will take care of
loading the classes received with a JavaMigratingPacket. The Java class loading
strategy works as follows: whenever a class A is needed during the execution of a pro-
gram, if it is not already loaded, then the class loader that loaded the class that needs
A, say B, is required to load the class A. This usually takes place in the background,
and the only class loader involved is the system class loader. In our case, we have
to make our NodeClassLoader load the classes of the packet of the migrating ob-
ject. For this reason, we have to make sure that the received object (contained in the
MigratingPacket) is actually retrieved by a local object whose class is loaded by
the NodeClassLoader. Since this class is a local class, i.e., a class present in the lo-
cal class library, we have to force it to be loaded by the NodeClassLoader and not
by the system class loader. In particular, the package mobility provides an inter-
face, MigratingCodeRecover and a class, MigratingCodeRecoverImpl, for recov-
ering objects and classes from a MigratingPacket. The steps to perform are: load the
MigratingCodeRecoverImpl class through the class loader (by forcing its loading so
to avoid it is loaded by the system class loader) and recover the received packet through
the MigratingCodeRecoverImpl instance:

NodeClassLoader classloader = class loader factory.createNodeClassLoader();
String recover name =
"org.mikado.imc.mobility.MigratingCodeRecoverImpl";

MigratingCodeRecover recover =
(MigratingCodeRecover) (classloader.forceLoadClass(recover name).newInstance());

Notice that recover is declared as MigratingCodeRecover but its actual
class is MigratingCodeRecoverImpl (which is a class implementing the interface
MigratingCodeRecover). Indeed, the following code would generate a ClassCast-
Exception:

MigratingCodeRecoverImpl recover =
(MigratingCodeRecoverImpl) (classloader.forceLoadClass(recover name).newInstance());



118 Lorenzo Bettini

since Java considers two classes loaded with different class loader as incompatible. In
the wrong code snippet above, for instance, the class MigratingCodeRecoverImplof
the variable recover would be loaded through the system class loader, and it would be
assigned an object of the same class MigratingCodeRecoverImpl, but loaded with
NodeClassLoader. This is the reason why we have to assign the instance loaded by
NodeClassLoader to a variable declared with a superclass of the actually loaded class.

Once this MigratingCodeRecover object is loaded through our NodeClass-
Loader, we can deserialize the received object with these two simple instructions:

recover.set packet(pack);
MigratingCode code = recover.recover();

The method recover will return the object stored in the MigratingPacket and the
classes needed by such object, stored in the packet, will be automatically loaded by the
NodeClassLoader. We would like to point out that not all the classes of the received
object are necessarily loaded immediately; however, each time such object needs a class
to be loaded, this request will be handled transparently by the NodeClassLoader. We
observe that once the object is recovered from a packet, it can be used to create another
packet to be sent to another site.

By default, the JavaByteCodeUnMarshaller uses a brand new class loader
(through an abstract factory) for each MigratingPacket. Thus, each migrating ob-
ject will be incompatible with other migrating objects, since each one of them is loaded
through a different classloader. This name space separation provides a sort of isolation
that helps avoiding that migrating objects coming from different sites interfere with
each other. If this is not the desired behavior, the JavaByteCodeUnMarshaller can
be initialized with a specific NodeClassLoader instance that will always be used to
load every migrating object. Alternatively, the user can provide the JavaByteCodeUn-
Marshaller with a customized abstract factory in order to force it to use a customized
NodeClassLoader for each migrating object.

3 Examples

Let us now show a small tutorial on how to use this package for Java byte-code migrat-
ing code. First of all the classes of objects we want to migrate must be subclasses of
JavaMigratingCode:

public class MyCode extends JavaMigratingCode {
MyVar v = new MyVar();

public MyRetType getFoo(MyPar p) {...}
...
}

Now an object of this class (or of one of its possible subclasses) can be sent to a
remote site by creating a MigratingPacket, through a JavaByteCodeMarshaller
described above. Once such a packet is created, it can be directly written into an
ObjectOutputStream that, in turn, is connected, for instance, to a network output
stream:
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public class Sender {
...
void sendCode(OutputStream os) throws Exception {

MigratingCodeMarshaller marshaller = new JavaByteCodeMarshaller();
MigratingCode code = new MyCode();
MigratingPacket pack = marshaller.marshal(code);
ObjectOutputStream obj os = new ObjectOutputStream(os);
obj os.writeObject(pack);
obj os.flush();

}
}

Let us observe that the act of creating a MigratingPacket automatically collects
all the classes that MyCode uses, apart from creating an array of bytes representing
the state of the object to migrate. Thus, the classes MyVar, MyRetType and MyPar are
stored in the packet as well.

The site that receives a migrating object will basically perform the complementary
operations: read a MigratingPacket from a stream (e.g., from the network) and use a
JavaByteCodeUnMarshaller to retrieve the object from the received packet (all the
operations for loading the classes will be transparent to the programmer):

public class Receiver {
...
JavaMigratingCode receiveCode(InputStream is) throws Exception {

MigratingCodeUnMarshaller unmarshaller = new JavaByteCodeUnMarshaller();
ObjectInputStream obj is = new ObjectInputStream(ss);
MigratingPacket pack = (MigratingPacket) obj is.readObject();
return (JavaMigratingCode) unmarshaller.unmarshal(pack);

}
}

Notice that the object retrieved from the packet is of type JavaMigratingCode,
thus only the methods defined in that class can be used (e.g., the method start, inher-
ited by Thread). Moreover a cast to its actual class (that in this example is MyCode)
is not possible because that class is unknown in the receiving site and, even if it was
known such cast would make the system class loader try to load the class MyCode; ei-
ther the system class loader fails to load the class or, however, the two instances would
be incompatible as explained above.

This may seem a strong limitation, but the applications that exchange code can agree
on a richer interface or base class for the migrating code, say MyMigratingProcess,
with other methods, say m and n; such class must be present in all the sites where these
applications are running so that it can be loaded by the system class loader. For this rea-
son, the class MyMigratingProcess must not be inserted in the MigratingPacket.
The class JavaMigratingCode provides a method, setExcludeClasses that allows
to specify which classes must not be inserted in the packet1. Thus, the code of the
sender shown above should be changed as follows (it delivers a MyProcess object,

1 We remind that the mobility package already excludes all the Java system classes and the
classes of the mobility package itself.
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where MyProcess inherits from the common base class MyMigratingProcess that in
turns derives from JavaMigratingCode):

public class Sender {
...
void sendCode(OutputStream os) throws Exception {

JavaMigratingCode code = new MyProcess();
code.setExcludeClasses("mypackage.MyMigratingProcess");
MigratingPacket pack = code.make packet();
ObjectOutputStream obj os = new ObjectOutputStream(os);
obj os.writeObject(pack);
obj os.flush();

}
}

The receiving code can then assign the retrieved object to a MyMigratingProcess
instance and then use the richer interface of MyMigratingProcess:

MyMigratingProcess code = (MyMigratingProcess) unmarshaller.unmarshal();
code.m();
code.n();

An alternative to setExcludeClasses is the method addExcludePackage
that allows to exclude a whole package (or several packages) from the set of
classes that are delivered together with a migrating object. For instance, the call to
setExcludeClasses above could be replaced by the following statement:

code.addExcludePackage("mypackage.");

This allows to enforce that the whole excluded package is available on all the sites
where the migrating code is dispatched to.

When extending JavaMigratingCode, there is an important detail to know in or-
der to avoid run-time errors that would take place at remote sites and would be very
hard to discover: Java Reflection API is unable to inspect local variables of methods.
This implies that if a process uses a class only to declare a variable in a method, this
class will not be collected and thus, when the process executes that method on a remote
site, a ClassNotFoundException may be thrown. This limitation is due to the spe-
cific implementation of Java Reflection API, but it can be easily dealt with, once the
programmer is aware of the problem.

The package provides other functionalities to further customize the behavior of code
mobility (for instance the code of an object of a derived class of JavaMigratingCode
can be excluded from the class collection procedure by invoking the method
setDeliverCode(false). We refer to the documentation of the package for a com-
plete description of all the functionalities.

4 Conclusions

We have presented a Java package that aims at providing a framework for implement-
ing mobile code based distributed applications. and mobile code languages and calculi.
The programmer is relieved by all the details of code collection, marshalling and un-
marshalling, since code mobility is transparently dealt with by the package itself. The
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programmer can then concentrate on those parts that are really specific of his system,
while relying on the mobility package mobility of code.

In order to experiment the usability of the package (and, more in general, of the IMC
framework) we re-engineered the package KLAVA [6, 3] so that it uses the mobility
package to deal with code mobility. This resulted in a simplification of the overall pack-
age since we could completely remove all the mobility parts from KLAVA, by relying
entirely on the functionalities provided by the package mobility. Furthermore, we are
using the IMC framework to develop a Java run-time system for other mobile calculi.
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